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P ABSTRACT

.The U.S. Army is atterpting to standardize short-range
air detense command and control procedures. The Reliatle
STING Early Warning Syster has been selected as ore of the
rodels tor this standardizatvion. This thesis analyzes the
Reliatle STING concept to determine the degree to which it

satisties the users’ requirements tor air defeanse commaad

and control 1informaticn and e determine potential
enhancements to 1increase the effectiveness of its early
i warning capatilities. Analysis is tased urcn an
| iaentification of the users and a detvtermiration ¢f their air
defense intrormatior requirements. The systemr’s ability to
apply the potential value ¢f intormaticm resources, to

satisty these needs, 1s the mreasure of 1{ts etftectiveness.

Prcposed alternatives are directed at providing near-term,

low-risk solutions to identitiea deficiencies\
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I. INTRODUCTION

A. BACKGRCUND

.The U.S. Army is presently undergoing tremendous change.
This change 1s eviaent ino the new eguirrent teing developed
and Yielded, in new dcctrine and tactics desigred te take
full advantage of equiprent capevilities, and in new force
structure that raximizes the ettectiveness ot that doctirine
and tactics. The focus ¢t this change is the division, with
the greatest emrphasis on the armored ard mechanized divi-
cicens.

Some of the most significant changes are aimeaq at the
aivision air detense. These imprcvemrents are directed at
correciing two major deficiencies:

0 Insufficient numbers ot air deternse weapons to adeguately
defend the divisicn frem alr attack.

o Inadequate cormand, control, ana communicetions (C3) to
evfectively emoloy these short range air defense
(SEORAT) ! assets.

Field Manual 10@-£ states that,

No modern army can expect tc win in battle wunless 1its
rareuver forces operate under a cohesive, extensive,
robile urbrella ot rodern air detense. [Ret. 1]

- — ———— - ——— — — —— - — -

1Two terms are generelly used to identify divisional air
detense assets: SHCRAD and MANPAD. MANPAD (Man Portable
Air Cefense) refers to Redeye ard Stinger. SHORAD identi-
fies the remainder of the short-renge weepons: Vulcan anda
Chagarral. For the purpocse of this thesis, the term SHORAT
will be used to ldentify all cf the divisicral AD assets.

1z
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1. 1Insufficient Numbers
There are many programs directed at providing more
extensive, mobile, and modern air detense. Stinger,
Patriot, DIVAL Gun, Roland, and others concentrate on
correcting the tirst deticiency by rroviding higher quality
systems to be deployed imn support of the aivision. Unfor-
tunately, the improved lethality and additional weapon
systems, combined with the growing number of aircraftv
operating over the division, increases the demands placed
upon existing SHORAD comrand and control rrocedures. Unvil
E S system capable of maximizing the effectiveness of the
new weapon systers is deployed, the goal ot cohesive SHORAD
air defense will be remain elusive.
2. Inadeguate Commarnd, Control, ana Corrunications
This lack of effective C3 has a negative irpact upon
a SHORAD fire units’s ability to engage aircraft. To date,
fire units have been forced tc depend upon:
0 Visual search and recognition procedures.

¢ Mapually trarsmitted ccmmand and control and 1long-range
early warning information.

¢ Limited short-range early warning from a single source.
These tactors combine to limit the eftectiveness of SHORAD
assets.

The Army’ s development of the SHORAD Cormand ana
Control (SHORAD-CZ2) System represents am attempt to correct
this C3 problem. With initial operational capability

Flanned for 199¢+, deployrent of this syster will follow the

13




ma jority of the new weapons presently under development. AsS
;; a result, an interim solution to the SHORAD C3 problem {is
f} , reeded. The Army intends to meet this need with the Manual
ff SHORAD Control System (MSCS). The concept for the MSCS,

which was published in the Jlatest change to the Army’s

SHORAD field manuals, represents an attempt to standardize
the approach toc SHORAD command and control. [Ref. 2]

The Manual SHCRAD Control System is intended to bde
an evolutionary system. Development will progress through
three stages en route to the flelding of the automated
i-j SHCRAD-C2 System. The first stage, the basic MSCS, utilizes
existing SHORAL assets. The secone¢ stage, an irproved MSCS

(IMSCS), 1is designed to lncrease the operatiomal capability

ot the basic system by adding improved high frequency

radios. The third stage combines additiomal equiprent, per-

x ‘

’ sonnel, and procedures to precduce an enhanced version of the t

syster (EMSCS). [Ret. 3]

The enhanced MSCS will be patterned after the Reli-

able Switt Target Identification Notitication Grid (STING) |

~ System develcped by the Yyth Infantry TCivision (ID), at Ft. :
Lewils, Washington. Supporters ot Relliable STING believe
that 1t offers the best manual solution to the SHORAD early

warning/command and control problem. Reliadle STING s capa-

i o " -
B e L S O S G

pilities, which extend far ©beyond early warning, vwere ;‘

deronstrated during REFORGER ‘81 in a test to compare it

with the pasic MSCS.
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B. PURPOSE
This thesis will examine the Reliable STING concept to
determine:

o The degree to which Reliable STING satisfies the users’
requirements for command and control intormation, with
erphasis on early warning information.

o Potential enhancements 10 increase the etfectiveness of
Reliable STING s early warning capabilities.

C. APPROACH

Although Reliable STING provides information to a
variety of elements ranging from the division staff to
derloyed maneuver units, this study will focus on the air
defense irformation needs of the SHORAD fire units. The
rerrormance of the Reliable STING Early ¥Warning System will
be evaluated in terms of its impact upon fire unit etfec~-
tiveness.

Chapter Il will provide the reader with a description of
the Reliable STING concept. This description is intended as

packground information and will not lanclude any analysis.

The third chapter will build upon the description of Reli-

~aple STING by identitying the system’s users and their air

defense informetion requirements.

Chapter IV examines the intormation resources available
to a SHORAD early warning/command and control system. The
information provided by these resources will be corpared to
the users’ requirements to determine its potential value.

The tifrth chapter will then analyze the value of air defense

T ————
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infcrmaticn provided t¢ the user by Reliable STING, again in
terms of the users’ inforration requirements.

Chapter VI will compare the results of the tvo previous
chapters to identify any elements of air defense information
whose value 1s either imrroved or degraded by system pro-
cessing. The rprccessing performed by the system will then
be examined to determine the functions responsible for any
charge 1in information value, Enhancements, directed at
providing near-term, low-risk solutions to identitied defi-

ciencies, will be prcposed.

16
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II. RELIABLE STING DESCRIPTION

In 1977 the ccmmander of ¢the Yth Intantry Division
instructed his air detense otfticer, the comrander of the
SHORAD vattalion, to improve ¢the division’s air defense
capabilities. Four major deticiencies were identified:
¢ Inadequate alr defense artillery coverage.

o The lack of an early warning system.

¢ The lack of an eftective division alrspace management
system.

0 Unrealistic air detense training scenarios. [Ref. 4]
Many ideas were explored and numerous concepts were exam—
ined. The most prosperous of these concepts, Reliabdle
STING, addressed the second deticiency noted above, the lack
of an early warning system.

Reliable STING has beenr reported as having exceeded the
goal of providing early warning information. It attempts to
accomplish tour objectives:

o Provide SHORAD and other aivisional wunits rapid air
defense early warning information.

¢ Improve the airspace management through close coordina-
tion with the divislion airspace management element
(DAME).

0 Provide air defense warnings, rules of epngagemrent, and
srecial weapons control measures tc SHORAD and other
divisional units.

0 PFrovide SHORAL and other divisional units with emrergency

alert intformation (NBC warnings, emnemy airmodbile opera-
ticas, etc.).

17
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To reet these objectives, a combat information system was
created (see Figure 1). Reliable STING links anti-aircraft
search radar, airsrace management/flight coordination ele-
ments, and air detense headquarters to provide the inputs
required by this information system. These inputs are then
processed by the intormation center. Air detense informa-
tion is provided as output to the vusers over a division
broadcast network. The users are those divisional elements

that desire informavion concerning the air bvattle.

SENSOR AIRSPACE FLIGHT COMMAND
TRACK MANAGEMENT CONTROL AND
REPORT INFORMATION /COORD CONTROL

INFORMATION
CENTER

BROADCAST
NETWORK
TO USERS

DIVISION
USERS

Figure 1. Reliable STING Farly Warning System
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A. SENSORS

Reliable STING’s early warning function requires timely
data coacerning alrcraft ftlights over the division area.
That information, 1in the form of target data (track
reports), is provided by four sources:
¢ Forward Area Alerting Radar (F¥AAR).

0 High-to-medium—altitude air detense (HIMAD - Hawk for the

yth IIL) or Air Force Forward Air Control Point (FACP)
radar.

0. Air Force Airborne Early V¥Warning and Control System
(AWACS).

0 Visuval sightings by friendly aviation elerents.
Each cf these information sources along with its input are

discussed below.

1, Forward Area Alerting Radar

Eight FAAR sections are organic to a division SEORAD
battalion. Organized into one radar platoon, these sections
provide shert-range early waraing information. The sections
are deployed to provide etfective coverage of the division
area and tc¢ surplement Eawk radar coverage. Under the Reli-
able STING concept only ¢tour of the FAAR sections are
cperated at any time. These four active secticns pass track
reports directly to the information center, the Air Battle
Management Operations Center (ABMOC), using standard radio
(voice) transmissions. The FAAR sections originate the
majerity of the reports wnhich are processed by the system,
ABMOC personnel control the positioning and operationrn of the

FAAR sections.

1y
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2. HIMAD/Air Fkorce Radar

Information concerning long-range tracks is provided

by the Hawk battalion that supports the divisionm (doctri-

nally divisions receive airect support from a Hawk battalion

assigned to the alr detense organization 1in support of

corps) or ty the nearest Air Force control facility. This

3@ i1s accorplished by an Air Detense Coordination Section from

the SHORAL battalion (ADCS - one officer, cne NCO, and three

enlisted) which 1s deployed to the Hawk unit or to an Air

Force Forward Area Control Point (FACP), Control and Report-

ing Point (CRP), or Control and Reporting Center (CRC), when

Hawk 1s not avallable. Alr Force target information {is

received by the Hawk battalion over the AN/TSQ-73 Missile

Minder System (a CZ syster connecting HIMATL wunits to the

nearest Air Force CRC).

3.

Alrborne Early Warning and Ccntrol System

Long-range track intorration can also be provided by

AWACS. Teployed prior to the positioning of FACP s or to

exterd coverage beyond their limits, these alircraft canm pro-

vide excellent lcng-range early warning. The Sth 1D has

received direct suprport from AWACS aircrart during (field i

training exercises.

4. Friendly Aviation
The division’s Flight Coordination Center

(FCC) 1s

the fourth source of track inforrmation. Aircraft flying

missions in surport of the division maintain contact with
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the (FCC). An operations cell fromr the FCC deploys with the
ABMOC. This cell rrovides critvical intormation concerning
friendly air cperations. Aircratt sightings reported bdy

pilots are also forwarded to the ABMOC.

B. EARLY WARNING DATA TRANSMISSION

Air defense early wvarning data s transritted, within
the Reliable STING system, in the torm of track reports (see
Table I). Each track report contains data obtained through
the visual sighting or electronic detection of an aircraft.
Repcrts 1include aircraft identification, 1location, size

(number ot aircraft), track designation, and aircratt type.

TABLE I

¥xample Track Rerort

ELEMENTS OF INFORMATION EXAMPLE

IDENTIFICATION..ccveveeveveessess .HOSTILE
TRACK DESIGNATOR..cccevvvcenans Pt ¥4
LOCATION. ..o envenennncnnnns JERSEY &-5
RAID SIZE.ceeeeeeosoocecaesseeONE AIRCRAFT
ATRCRAFT TYPE.....cceceveesoe. .FAST MOVER

Location 1s the most difficult element of target 1infor-
mation to pass within Reliable STING ©btecauvse the FAAR
sections, the ADCS, and the ABMOC each operate on different

reference systems. The Air Force, Hawk, and other HIMAD

A ARt e 3 om e 311 o
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systems srecify locations in terms of the Vorld Geographic
Reference System (GEOREF). The ABMOC and its users utilize
the Universal Transverse Mercator System, with a map scale
of 1:20,200. The FAAR sections operate on an absolute sys-
ter, in which targets are located relative ¢to the radar.
vithout a common reference system track information could
not be passed accurately and quickly bdetween elemrents. A
cormon grid reference is provided through the use of a dev-
ice called the SHORAD Grid.

The SEORAD Gria System 1is essentially a 408 element
matrix (20-by-2¢) used tor rerorting target locations. Each
element of the matrix is a 10-by~1¢ km Square with a dis-
ticct name, JERSEY  tor examrple. The names are arranged in
alphabetical order frem left to right and top tc bottom.
The edges of each square are subdivided into 1¢-1 km incre-
ments. This allcws the reporting of 1locations with an
accuracy of 1 km. An aircratt located in the center of JER-
SEY would be announced as, JERSEY £-5" (see Figure 2).

The matrix covers a 20¢-by-2¢¢ kr square, an area far

_ larger than a standard divisicn area of operations. The

ABMCC orients the grid over the operating area and reports
the coordinates o¢f the center to all elements that are
involved in tkhe Reliable STING operation. Individual wunits
tvse only thatv porticn of the grid that covers their area o?f
operations. It is significant to note that the entire divi-

sion may cover less than 25 of these squares,

22




N oS et oA st F s B e TG W N L

4
!

€ 200 Ekm =——>

N
220 xm
v

E F
1 I0¥WA JELLO KING
|
= IRISH JERSEY KI0WA
» 12 XM
|
2

- I10RN JESSICA KIVI

{

g

N “10 KM—>
’ Figure 2. SHORAD Grid

*4

FAAR operators overlay their display scope with
sheet conrtaining the grid aesignators ftor the portion of the

matrix that is covered by thelr radar (Figure 3). The ADCS
corbines the SHORAD Grid System with a GECREF overlay to

X

‘ previde a means of convertirg from one systiem to the other.
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& - Aircraft located at JERSEY E-5

Filgure 3. FAAR Display With SBORAD Grid Overlay

The majority ot the early warning 1track reports are
transmitted tc the ABMOC over five VHF/FM radio links
(nets). Cne ot these nets is utilized by the ADCS and the
reraining four support the radiating FAAR. EXach ctf the FAAR
channels is used exclusively tor the transmission of track
reports to the ABMCT, operated as one-way charnels. Opera-
tional comtrol ot the FAsR sections 1is <conducted on a
separate ABMOC operations netg.

Long-range track reports are transmitted to the AEMOC on

the air detense coordination net (ALCCN). The ADCS also uses

24
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the ADCN to <transrit commana and control directives,
exchange coordination intormation, and receive track reports
trom the ABMOC. The ABMOC notifies the ATCS of tracks that
threaten Hawk elements (targets that may not have been

detected by Hawk radar due to masking).

C. NON-FARLY WARNING INPUT

In addition to track reports,the Reliabtle STING system
receives and rrocesses other information originating from a
nurber ot sources, This intorration can be categorized a5
either coordinaticn, emergency alert, cr command and control
information.

1. Coordination Intorravion

Two elementis perfcrm extensive coordination with the
ABMOC: the DAME and the FCC. The TAME is resronsible for
ranaging the use of the division”s airspace. This responsi-
pility 1involves intertacing between the division statt, the
alr detense commander (ADO) and Lis staff, the corps air-
space management element, air torce rerreseuntatives, and the

ABMOC. The DAME provides the ABMCC with 1infcrmation con-

" cerning raneuver operations, friendly/enemy situation, aaod

alrspace contrcl measures.

The FCC momnitors triendly air orerations over the
division. This 1s extremely impcrtant for friendly hel-
icopter operations. Since their attempts to utilize rasking
terrain will prevent FAAR and Hawk from maintainirg centinu-

ous surveillance. The ¥CC can assist in 1identitfyirg these
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ajircraft if they are not identified when they are detected
by friendly units.

2. Erergency Alert Intormation

'Nuclear, Biological, and Chemical (NBC) warnings,
enery airmobile alerts, and electronic warfare threats are
examples of emergency alert ipformatior. The majority ecf

these reports origiaoate or are transmitied through the divi-

manke

sion tactical operaticns center. The DAME passes these
rerorts to the ABMOC. Susrected enery airrobtile operatvions
may be detected and monitored by the ABMOC.

3. Command and Control Information

Reliable STING recelves alr defense command and con-
trol intormation from two sources: the regional air defense

commander and the division ADO. The reglcnal ajir defence

cormander prescribes the rules ot engagement (hostile cri-
teria and weapens comtrol status), states of alert, and air
defense warnings. These directives are disseminated through
cormand and control channels an Alr Defense Ccordination

Section (ADCS - one officer, one NCO, and down to the Bawk

battalion and/or the DAME. They are then transmitted te the
ABMCC. Inputs from the division ADO ere received from the

DAME or the SHORAD battalicn tactical operaticns center.

D. ABMOC
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The ABMOC is the heart of Rellable STING, rerforming

four functions which characterize the centralized nature of

the systier:
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¢ The ABMOC receives track reports from bdboth short and
long-range sources identified above.

o It consolidates these reports to rroduce a picture” of
the division air rattle.

o It attempts to correlate the track reports with known air
orerations to increase the value of the rerort.

o while these actions are taking place, the ABMOC ({is
continuously transritting air detense early warning
intormaticn te the entire divisicn.

The functions identified avbove are all perforred manu~
ally. The ABMOC operation centers around three plexiglass
plotting toards: a main plotting bdard. a long-range plot-
ting board, and a friendly aviation board (see Figure 4).
Each board contains a diagram of the current division ©boun-
daries and has <the SEORAD Grid etched into its surface
(1:100,000 scale on the long-range board and 1:%5¢,8¢@8 on the
triendly aviation and main plctiing bcards).

Long-range tracks that pose a threat to the division are
initially plotted on the long-range board. The rain rlot-
ting board is cnly €@0-by-?@ km and many c¢f these tracks are
outside 1its coverage. This rrocedure also reduces the
purber of tracks that must te maintained on the main plot-
ting Dboard. As aircratt approach the division, or it the
initial track repcrt from the ADCS is over the division, the
track 1is trarsferred to the main plottiang dbBecard. The rain
plctting becard ccntains the tracks of all unkncwn and enemy
aircraft detected over or mnear the division’s area of
responsibility. The triercdly aviation toard <costains all

the information the AEBMOC has <concerning friendly alr

27
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operations (air corridors, ongoing missions, prerlanned mis-
sion information, etc.). Tracks are plotted and updated by
: five plotters.
f ) FAAR Plotuters
= LONG-RANGE r ] |
L PLOTTER :
<::> MAIN FLOTTING BOART ’
; }
1
LONG-RANGE FRIENDLY
BOARD O O O AVIATION
BOARD
0IC TELLER AIR OPS
i Figure 4. ABMOC Operations
:
One rlotter monitors the ADCN and maintains the 1long-
range plotting Dboard. The other rlotters work the main
- rlotting bvoard, monitoring one FAAR each., The plotters mark
the 1location identified in the track report on the back of
:{J the bvoard. It the report 4is an wurdate of a rreviously
repcrted track, the pcint is connected by a line tc the last
reported location, The update reportis rrovide ihe actual
; “"track” which can be analyzed bty ABMOC personnel to predict
_; an aircratt’s heading.
i
o
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Positioned where they can obdserve all three ©boards are
the Officer-in-Charge (0IC)/Operations Officer and the NCC-
in-Charge (NCOIC)/Teller. The OIC and NCOIC correlate the
information on the three boards. Unknown tracks are com-
rared to known air orerations, in an attemrt 1to determine
rossible identification. The OIC 1is responsible for the
eatire Rellable STING cperation, to 1include: determining
FAAR coverage anda positioning, <controlling FAAR search
operations and managing the flow of alr detense early warn-
ing 1information to the division. The NCCIC acting as the

Teller, transmits the track reports to the division’s users.

E. DIVISION AIR DEFENSE FARLY WARNING NET

Reliable STING transmrits intormaticn tc 1ts wusers cver
the Division Air Defense EXarly Wwarning (DADEW) Net. To
reach its users, the ABMOC simultaneoucsly 1trarsrits ©both
VH¥/FM and HF/AM signals. The FM signel is intended for
those elerents deployed near the ABMOC, while the AM sigrnal
is received by three retransmission sections. Fach of these

sections maintains an HF/AV receiver which i{s patched tc a

- VH¥/FM transmitter. The incoming signal is received on tte

HF/AM receiver and retransritted to users over the UBF/TM
transmitter. The retransrission stations are positioned
where they can support the the majority of the divisional
users (with priority to SECRAD and maneuver units.

The track rerort (Table I) is also used as the ftorrat

Yor DADEW information. DADEW tracx repcrts include the same

<Y
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types of information as the sensor reports. One additional
element of intormation is 1included 4in track urdates:
predicteda heading (eight cardinal directions are wused,

north, northeast, east, etc.).
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I11. USER INFORMATION REQUIREMENTS

The first step in analyzing the performance of Reliable
STING is to determine the information requirements cf the
system’s users. JInformation requirements will ©bve ordered
from the most basic need to those elements of air defense
information that support optirmum user performance. This
entails identification of the wusers, their rissions, the
threat they must counter, and the ailr defense information

they require to accorplish their missions.

TABLE II

System Users

CATEGORY CECISION MAKER TYPE OF DECISION
1 ADO LONG-RANGE PLANNING
2 CAME, SEORATL CMT MANAGEMENT/COORDINATION
S FIRE UNITS OPERATIONAL

" A. THE USERS

Any individual that makes use of information provided by
Reliable STING 1is corsidered a system user. A list ef
potential users could include the entire division. Theoret-
ically, anyone with a VEF/FM receiver tuned tc¢ the prcper
trequency ray romitor the division air detfenmse early warning

net. These information consumers can be placed into one ¢f
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three categories based upon the types of decisions they make
(see Table II). [Ret. 5] The decisions that the air defense
elements in each of these categories make, result from their
Fosition within the division air detense organization.

¢ CATEGORY 1 ~ Long-Range Planning Lecisions.

The tirst category 1is comprised of the division air
defense officer (ADO) and his staff. The ADO is tasked
with providing sufficient air aefense surport to allow
the division comrander to achieve his goals. BHe and his
staff must analyze the enemy/triendly situation, the
objectives of each side, and the status of frienaly eir
detense assetls. All this must be accorplished tefore the
alr battle tegins.

o0 CATEGORY II - Management and Coordination Decisions.

The SHORAD leadership (pvattery and platcon) and the divi-
sion airspace management element (DAME) are concerned
with the irrlerentation ot the plans and rrocedures esta-
blished by the ADO, they are {included in the seccnd
category. The LAME atterpts to effectively rmanage the
division’s airspace by raking decisions councerning the
coordination of air detense and ailr suppert assets., The
SHORAD command elements are involved in the management of
their rrimary resource, alr detense fire power.

0o CATEGORY III ~ Cperaticnal Decisions.
The third category is wade up of the SHORAT fire units.
Their major concerns are not planning, management, or
coordination. The fire units make decisions <concerning
irmediate threats to themselves and the upits/assets they
are detending.
This examination will focus on the information neeas of
the orerational users, the SHORAD fire units. These are the
elerents that Reliable STING was designed to support. Their

surrort 1s the primary goal of the present syster as well.
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B. THE SHORAT MISSION

An understanding ot the SHORAD tire umits’ role 1in the
defense of the division is a precur<or to analysis of their
information needs. This role is identified through examina-
tion of the missions performed by SHORAD fire units in light
of the air threat to the division. Through this examina-
tion, the inherent decisions and the intormation
requirements can be identified.

1. Air Threat

Before exploring specific elerents of the Soviet eir
threat, it 1is useful to exarine the general air threatv
directed agalnst grcurnd terces. Cohen [Reft. 6] identifies
five elerents that corrose the air threat:
1. Air threats to maneuver tforces deployed for combat.

2. Air attacks to the division’s central and rear
regions against reserves and critical assets.

. Airborne assauvlts into the <central divisicn area,
surveillance and Jjamming ¢trom air vehicles, and other
enemy uses of the airspace over the division which are
not direct attacks.

4. Alr threats against targets in the corps and theater
areas by enemy alrcraft cverflying the division.

€. Alir defense suppression by enemy air.
0¢ these five threats, the first two cause the greatest ccn-
cern at division level. Scviet aircratt directed against

maneuver forces, reserves, and critlcal assets Jeopardize

the accorplishrent of the commander’s objectives.

Maneuver units derloyed along the FEBA ¥ace two air

threats. The first of these consists of high erformance
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aircrart providing close air support for enery ground

forces. The Soviets maintain a large arsenal of MiG-21°s,
MiG-23°s, Su-7B’s, and Mig-27°s carable of pertorming a
ground attack role. These aircratt will ingress at lcw
altitude to mask their roverments from HIMAD systems, at
speeds between 3¢¢ and Y09 knots. By taking advantage o?
terraln and speed, their observation by ground forces can
also be iimited. In the vicinlty of the target, aircraft
speeds will be reduced to apprcximately 40€ knots, as dic-
tated by the altitude ana method of attack.

Attack helicopters represent the second and most
dangerous threat 10 raneuver orerations., The use of attack
helicopters, a tactic developed by the U.S. tc counter the
Soviet ground threat, has become a key elerent of Soviet
doctrine. Soviet emphasis in this area has produced the
MI-24 HIND, the most lethal helicopter i1in the world.
Heavily armed with anti-tank gulded missiles, rockets, and
gun armament, the HIND flys in support of ground forces.

Attack helicorters will orerate at much lcwer speeds than

fixed-wing aircraft, and their ability to take advantage of

rasking terrain is greatly lncreased.

The primary air threat to critical assets in the
central and rear areas of the division and to division
reserves, consists <¢f high performance grcund attack
aircraft. Where low-level flight is important to the accom—

rlishment of the orposing force’s close air suprort mission,
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it 1is wcritical to this mission due the daepth of targets

pehind the FEBA.

There are common characteristics in each of the
tareats identiried above that imract upon SHORAD tire units’
ability to perform a successful engagement. High perfor-
rance aircratt are goling 110 be flying extremely fast and
very low. Thecse factors combine to shorten the detection
range and reaction time available to perform identification
and engagement decisions. Even thoug@h attack helicopters
will fiy at much slcwer speeds than fixed-wing aircraft,
their ability to take greater advantage ot masking terrain
prcvides the same results.

2. SHQRAD Missions

Divisicnal air detense assets, as shown in Figure 5.
include Chaparral, Vulcan, anda Redeye fire units. These
elerents are derloyed 1o defend maneuver forces, reserve
forces and otker critical assets, according to the aivision
corrander ‘s priorities, Chaparral and Vulcan units comprise
the aivision’s air defense tattalion. Redeye sections are
currently organic to the artillery and maneuver tattalions.

The divisicn ADO (the SHORAL battalion corrander)
has historically had more requests for air detense support
thar he has had assets capable ¢? supperting. As a result,

the requirements tor these assets must be prioritized.

Eased cn  that pricritization, air defense units are

P




G S AU b1l PP S

e e

ST T VR W TN e e

A

organized for cormbat. This 1involves task organizing ana

rission assiganrent.

VULCAN CHAPARRAL MANPAD
BATTERY I BATTERY ] SECTION n
VULCAN CHAPARRAL MANPAD
PLATOON PLATCON TEAM
L
1
4 GUNS 4 LAUNCHERS 3-5 TEAMS
PER PLATCON PER PLATCON PER SECTION

Figure 5. TCivision Air Tefense Assets: Intantry,
Mechanized Infantiry, and Armer Divisicns

Four tactical rissions are generally used: Direct
Suppert (IS), Reintorcirg (R), General Suppcrti-Rein®crcing
(6SR), and General Surrort (GS). It should bYe noted that
each ¢t these missions 1is a support missicn, rangirg from
aecertralizea control (direct support) to centralized con-
trcl (gemeral suppcert).

The tactical mission specifies the degree of control
the division commander (as advised by the ADO) wishes to
exercise over the SHORALD elements. The tactical mission
identities who 1is responsible for positioning the units,
what liaiscn links must be established, eand which reguire-

reats tor alr detfense surgort will be accepteda by the unit,

3€




Yulcan batteries generally provide direct support
for ranevver units or reintorce Chaparral elemeants to [ro-
vide 2 mix of weapons and additional fire power. Typical
missions are detemse of critical maneuver Dbattallons,
maneuver c¢r logistics convecys, and fcrwerd deployed support !
assets., Chaparral ©batteries are otften tasked to provide
general support c¢¢¥ the divisicn cr general support-

reintorcing (under GSR another umit would be reinforced when

the battery was nct required to support the divicsion as a
whole). Their missions would include defense of rear area
; asset- like the division surpert corrand, bdrigade tralns,

and the divisicn ccmmand pest.

i
P
E

The Redeye section 1is deployed according to the
pricrities established by the supported battalicn commander.
Redeye teams norrally detend maneuver companies, battalion
level assets (command pcst cr logistic trains), cr some ccm—

bination of the these.

So penbiaiia ot Nl dihe il
-

C. SHORAD INFCRMATICN REQUIREMENTS
To successfully accomplish the missicns identified above
“tire units require intorration tror the SHORAD command and

control system. The required elements of informetion must

Ao

3 tirst be identitied. Cnce this has been accorplished, ;

essential elements of information can be determined and the

users’ requirements can be prioritized.
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1. Jdentification of Requirements

Critical to the {identification ot information

requirements s the reallizaticn that the SHORAD fire urit
has two sets of alr defense intormation needs. The tirst
set 1s generated by the nature of the #¢ire unit’c task and
includes elements of target information. The secord set of
information needs is imposed on the £ire unit ty SHCRAD com-
wmand and control doctrine. These procedures e€stablish the
user’s need for 1inforrmation that rrovides some degree ot
centralized control. Both ¢f these requirerents are ela-
borated bdelow.

Everythirg that the £ire unit does 1s related to
engeging aircraft. Therefore, an 3naelysis of the engagerent
process will serve as a basis tor the identiftication of the
user’s information needs. Lawscn’s model of the ccmmand and
control process Ttfrovides a framework for exariping the
engagement process (see Figure €). [Ref. ?] Within the basic
rodel there are ftour functions that must be pertorred:
SENSE, COMPARE, T[LECICE, and ACT. The major functicns
included in the engagement process can be identitiec im this
manper:

0 SENSE

The fire upnit must search the environment fcr alrcrafy, a
sensing function.

o COMPARE

Once an aircratt has been detected, the fire unit
attempts to determine its identity through comparison.
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o DECIDE

After the aircratt has veen identified, the unit rmust
deciae whether or not to engage.

0 ACT

The fire unit will take appropriete acticn and sttach the
alrcratt it the decision to engage is made.

WV

SENSE

4L DESIRED

COMPARE (€ STATE

L

DECIDE

J

ACT

i Figure €. Command and Contrcl Precess

The functions mentioned above rust be pertformed
correctly to produce a successful engagement, The perfor-
mance ot these functions requires the tollowing inforration:

a. Mission, Sector ot kire, and Primary Target Line

Battery cormanders and fplatoon/section leaders

are able to tie thelr #¢ire units together intc 3 structured

e A - e e

defense by controlling the distribution of fires. Fire adais-
tritntion includes the assignrent cf prirary tvarget lines

(PTL~the direction irn which the fire unit is oriented) and 1

- ! sectors 0¥ rire (lett and right lirits) for each unit. This

R T, oia o - e
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guidance allows the fire unit to focus on a portion of the

environment,. This procedure can bte used to emsure that
there are no gaps in ccverage and also redvces the probabil-
ity of unnecessary rulitple engagements of the same
aircraft. '
b. Air Defense Warning and States of Alert

Advanced warning is required to ensure that flre
unit crews have sufficient time to prepare for action. Aflr
detense warnings are used by the regional air defense com-
rander to identify the probability of air attack. Three
warnings}(RED, YELIOW, and VWHITE) are vused to represent
attack imminent/under way, attack probable, or attack not b
F probable. These warnings are notl geographically specitic,

and the entire division will receive the Saere warning.

States o alert are closely related 1to air.
defense warnings. They specify the amount of tire available
tor prepardation for engagereant (time to asserble off-duty
perscnnel, prepare ammuniticn,€tc.). States of alert ere
specitied by standard operating frrocedures (SOP’s). Two

examples are: "BATTLE STATIONS™, which instructs units to

e A ARSI < o e A - e e a7 5

ve prepared to engage aircratrt, and STANDBY", which directs

——

units to be ready to execute ~BATTLE STATIONS™ in a matter

of minutes. The unit SOP would relaie these states 1o the )

e S ——

air defense warnings. Under air defense warning "RED™ all

units may be directed to assure ~BATTLE STATICNS".
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¢c. Rules of Engagement

Sore control over the SHORAD engagement trrocess
1s exercised through the use 0¥ air defense rules cf engage-
ment. Individvals attempting 10 engage alrcraft are aided
and constrained by the tw¢c cemponents ¢f the rules of
engagement: hostile criteria and weapons control status.

Hostile criteria are used to identify enery alr-
craft. The most common criteria are: aircraft with enemy
rarkings, the tyre of aircraft operated ty the enemy, auad
aircraft observed attacking friendly uvnits. Additional cri-
teria may be estavlished, fcr example: "All helicopters
operating over the division between @E0C and 1€€¢ hours are
to te considered hostile.” This would te a case where no
friendly helicopters would be operating over the division
during this tire.

The second elerent of the rules of engagement ls
weapons control status. Three statuses are utilized:
weapcns free, weapons tight, and weapons hold. Weapcrs free

grants the squad/team leader the authority to engaege any

_~aircratt not positively 1identitied as friendly. Yeapons

tight directs that only those aircraft positively identified
as hostile may be engaged. Under weapons held ueits may
only fire atr aircraft which are attacking them or the units

they support.
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d. Target Intormation (Track Reports)

Information concerning specific aircraft flights
can range fror alerting information to cueing data. Alert-
ing is the formr of early warning in which units are advised
that aircratt are orerating in their area ot concern. Cue-
ing 1information 1is more specific) ajrcraft location,
identiftication, heading, and others may be provided.
Depending upon its accuracy, this information can allow the

tire unit to prerare tor a srecitic engagement,.

INITIATYD BY
FRCCEDURE

TACTICAL MISSION
FIRE DISTRIBUTION
HOSTILE CRITERIA
WEAPONS CONTROL STATUS
AIR DEFENSE WARNING
STATES OF ALERT

LOCATION
RAID SIZE
HEADING

IDENTITY
AIRCRAFT TYEE
AIRCRAFT SPEEL

USER INITIATED

Figure 7. User Infcrmation Requirerents

A list of the user information requirements is ccn-

tained 1in Figure 7. User initiated needs are distinguished

42

et et




e e - ——— e S a

AR o andbt et Atk a1
- .

from those information reguirements dictated by operating
procedures. The different elements of specitic ¢light
information have been listed inaividually, although location
is necessary to give meaniang to the others.

<. Essentlal Elements cf Informaticn

There are esseatial elerents of intformation that
must be prrovided in order to achieve minimum effective per-
tormance,. This level of performance 1is supported by
providing a missicn and the information that 1s required tc
2llovw the engagement process to take place. The wuser must
be able to SENSE, COMPARE, DECIDE, and ACT. It any ot these
carnot be performed, the engagement canrot take place.

To etfectively perform the SENSING function, the
fire wunit must have a PTL and eir defense warning/status of
alert intormation. Once the tire unit is assigned a PTL,
the c¢rew can position themselves to search in the desired
direction. The gunner will search +/~4% deg of the PTI,
while other c¢rew members cover 180/%66 deg sectors. The

warning/alert inforration increases the frobtabilitvy o¢

. detection by irproving crew readiness.

During the CCMPARISON tunction, <the decision of
whether .or not the aircraft is hostile must be rade. The
rinirum arount ot information required is the hostile cri-
teria. Trhecretically, ¢this is <the only step that is not

required. It is possidle +to engage an aircratt without
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deciding i1¢ it is friendly cr hostile. This would bde far
short of rinimum etfective performance.

The DECISION function cannot te pertormed correctly
without weapons control status and sector of fire. The con-
trol status, combined with aircratt identification and unit'
sector ¢t {fire, éllovs the engagement decisicn tc be made.
Like detection, this function is required if¥ an engagement

is to take place.

TABLE III

’%

Minimum Information Requirements

TACTICAL MISSION
HOSTILE CRITzRIA
WEAPONS CCNTROL STATUS
FIRE DISTRIBUTION
MINIMUM AIR DEFENSE WARNING
RECUIREMENTS STATUS OF ALERT

LOCATICN

ITENTIFICATION

HEADING

AIRCRAFT TYPE

RAID SI1ZE

AIRCRAFT SPEED

The ACTICN function requires informaticn concerning

the air defense warning/states of alert. The warning/alert
ioforration brings the crew to an increased state of
readiness. Engegement rpreparations can be made prior to
detection, increasing the amount of time available ftor

acquiring, trackirg, etc.

44




At this point it can be seen that the first five
categories of intforrmation are unecessary 1o support the
engagement process. Each ct these elements is required for
rinimum ettective performance. Giver this inforration the
¥ire unit can derloy and operate witheut specitic flight
information and perform its mission. Any prioritization
must cccur between the minimums and the elements of target
information (see Table III).

3. Reguirement Ranking

It is important to take the €lements of information
identitied above and rank them from the rost important to
the least important. It may not te poscsible to prcecvide all
of the information required by the tire upnit. There ray
alsc te trade-cffs between the accuracy c¢¥ difterent ele-
ments. In these cases, erphasis should be placed upon the
higher pricrity items. The following is a suggested order-
ing of information requiremeénts:

1. Minimum Requirements. Tactical missicn, hostile cri-
teria, weapons control status, fire distribution, air
defense warnings, and states ot alert.

<. Aircraft Lecation. Alircraft location cen te specified
as rpart of early warning/alerting inforration or és
specific cueing infcrrmation. Lccaticn is the most criti-
cal piece of target informstion.

3. Identitication. Xven though the 1identitication <sup-
plied by an cutside source (FAAR for example) may bte
correct, the squad/tear leader must make & positive

visual identification. A tentative identificatios can
assist in this process.

4., Heading. Heading can be combined with location to
prcduce a reckoned update to target location.

PRI




&. Aircraft Type. The identitication of aircraft type
alds 1in target detection and ldentification by telling
the fire unit what to lcck tor. The type also provides
some limits on the operating speed of the aircraft.

E 6. Raid Size. The nurber ot aircratt is another charac- Q
' teristic that aids 1in detection. Fire units are aiso i
alerted to the possibility of mulitple engagements.
¥ 7. Alrcraft Speed. Knowledge of the alrcraft sreed, when -

‘ combined with heading and location, can aid in detection. f
Knowing the aircraft speed is also imrportant when consid- ‘
! ering how to engage the ajircraft.
when aircraft speed, heading, or aircreft type are used as
elerents ot hostile criteria (example:  "All high-
* performance aircraft operating over the division Dbetween
@62¢¢el-07¢8eYeZ are 1o be considered hostile. ) they would
be as important es identificaticon.

As there is a minirur ertective perforrmance, there

must also be an optimum perfoermance. All alrcraft thet

i entered the tire wunit’s sphere of intluence would bYe

’ detected. This detecticn would occur at the maximum range.

All detected aircratt would dbe identiftied at the raximum

identiticaticn range. Fellowing the engagement decicsion,
the gunner would destroy each aostile aircraftt engaged.

Zach of the elements c¢f target infcrmaticn has an

accuracy associated with it. Identificatior may be "prob-

PR A
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able” or “tentative . ILccatlom accuracy mray establish a

large or small search sector. Optimum performance would be

[ supported by perfect {infermaticn in each of these
. | categories. Table IV demonstrates the relationship between

F
| these levels of intormation sufpport.
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TABLE IV !

Intormation Requirements Verses
Performance Level

ol -~
e ey s e . g

MININUM
EFFECTIVE OPTIMUM
ELEMENT PERFORMANCE PERFORMANCE
MISSION X X
BOST. CRIT. X X 4
WEAP. STATUS X X
FIRE DIST. X X 1
AD WARNING X X
ST. OF ALERT. X X
LOCATION (SECTOR SIZE) (+/-45)= X(+/-1)
IDENTIFICATION X(ACTUAL)
HEADING X(ACTUAL)
AIRCRAFT 1TYPE X(ACTUAL)
RAID SIZE X(ACTUAL)
AIRCRAFT SPEED X(ACTUAL)

X - Informaticn prcvided

* - A result of PTL assignment
(sector size in degrees)




il oo W O il s X

IV. INFORMATION RESOURCES

& : In Chapter III the users’ requirements for air defense
iptformation were 1identitied. Any system that attempts to

satisfy these requirements must gather substantial amounts

of 1information. Two basic resources are available to pro-
vide this information: air detense command and control/early
‘ warning 1information and track reports. Prior to addressing
Aa the ettectiveness of any SZCRAD command ané control system,
o it 1is necessary to ascertain the adequacy of information

y available from these resources,

A. AIR DEFENSE COMMAND AND CONTROL

Alr detense comrmand and coctrol intormation includes all

_ infcrmation directed at increasing unit readiness (reducing
;‘i reaction times), establishing support requirerents, and
mairtaining control c¢f suberdirate units. This intormaticn
is processed through the air defense chaln c¢f cormand and
thrcugh control and ccerdiration links. Scurces c¢f command
" and control information can be found both within and outside
the division, they are:

¢ The regional air defense commander

o0 The division air detense ofticer
0 SHCRAD leaders

0 Maneuver comrmanaers
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1. Fxternal to Division

The regional alr defense commander, ncrmally the
senior Air Force commander, is the primary external source
of alr defense command and control informaticn. Although he
does not possess command or operational control over the
divisional alr defense assets, he dces exercise control over
the use of all alr defense weapons within the region. BHe
does this throuvgh the use of rules c¢f engagement and air
aefense warnings. Rules of engagement and air defense warn-
ings are transritied to the supporting Hawk bdattalion by
TSC~73 data link from the air defense group/brigade support-
ing the corps. Z¥rom the Hawk battalion there are two routes
into the division, resulting from an exchange of liaison
officers between the division and the Hawk battalicen. The
SHORAD bvattalion dispatches an eir defense coordination sec-
tion to the Hawk battalion comrmand post and the Hawk
battalion sends a liaison section ¢to the division main
tactical operations center. The SHORAD liaisom section col-
lects and transmits information <concerning the rules of
engagement and air detemse warnings to the SHORAD tactical
operations center (or to the ABMOC in the Yth ID), where it
can be disseminated to subordinate uanits. Prior to the
irplementation of MSCS, this information was disseminated
over SHORAD cormand nets. Both MSCS and Reliable STING
broadcast these elements of air defense information over

early warning nets. The Hawk battalion also transmits this

4Y




infcrmation to their lialson section, who reports it to the
DAME. Personnel in the DAME pass the 1inforrmation to the
division operations element, who can dissemirnate it down
through the maneuver chain of command (tactical command post
(CP), brigade CP’s, dattalion CP’s, etc.).

2. Internal to Division

Within the division, air detense cormrand and control

infcrmation is prcvided by three sources:

o The division air defense ottficer.

¢ SHORAD battery commanders and platoon leaders.

0 The daivision, bdrigade, and battalion commanders.
The information they prcvide is identified tbtelow.

Tactical missions are assigned at two difterert lev-
els. The division commander, acting upon the advice c? the
ADO, assigns battery, and in some cases platoon, missions in
the division operations order. Batteries assigned the
rission of direct support come under the control of the sup-
porting unit. Misslons for Redeye teams are detlermined bty
the battalion commander and the Redeye section leader.
Coordination with supported maneuver umlts at these levels
is an important part of mission definition.

SHORAD bdattery corranders aand platcon leaders pro-
vide 1information concerning PTL’s and sectors of fire.

Depending upon the size and value of the asset, a battery or

platoon-sized unit will generally provide the air defense.




The commander of that unit will establish these measures fer

subordinate units in the construction of his defense.

States of alert are also generated within the divi-

sion. Standard operating rrocedvres 1identify the states
. ' which correspond to the air defense alert warnings. Battery
cormanders have the authority to reduce the states of alert
of selected elements in order to wmaiaotain 1ipcreased long- ]
f term readiness. |
Maneuver commanders are given the authority to
implement more restirictive weapons contrcl statuses in their
area of operations. By changing the status, the comrmander
exercises a greater degree of control over the air defense

fire units within his sphere of influence. This procedure

T

would be wused in conjumction with critical frieundly air

operations.

3. Level of Surport

These elements c¢¥ information meet the wusers’

minimum essential requirerents (see Table V). The same com-

3 | mand and contrel prccedures that establlished the
1 requirements establish the reporting procedures. There is

§ no accuracy associated with these categories of information.
.t The requirement is either satisfied or it is not satisfied.
It should also be noted that ©because externally generated

'5 cormand and control information pertains to the entire air

L detense reglion, is well suited tor division-wide broadcast.
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TABLE V

Sources of Air Detense Command and
and Contrcl Information

INFORMATION PROVIDED

EXTERNAL INTERNAL
ELEMENT TO DIVISION TO DIVISION
MISSION X
HOST. CRIT. X
WEAP. STATUS* X X
FIRE DIST. X
AD WARNING X
ST. OF ALERT. X

X - Information provided

% - Provided by both sources

B. TRACK REPORTS

The second major source of information is aircraft track
reportis. Track report intormation is required to fulfill
early warning/alerting and cueing requirements. These
reports contain information relating to speciftic aircrafe
¢lights and may be processed manuvally c¢r electronically.
Track reports are originated by Air Force and Eawk radar,
organic FAAR sections, and by friendly aviaticn.

1. FAAR

The FAAR system is SHORAD s only organic means of

electronic alrcraft detection. When used with the target
alert data disylay set (TADDS), this system is designed to
provided the SHORAL fire units with alertinag inforrmation for

targets within 2¢ km ot the radar.
i
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The FAAR system consists ot tour major comrronents:
0 A radar set.
0 An interrogation triend or toe (IFF) syster.
¢ A communications system.
0 Target ailert data cdisrlay sets.
The radar detects aircrart and displays them to the FAAR
operator on a cathode ray tube (CRT) display. Using the IFF
system, the operatcr determines a tentative ajrcraft iden-
titication. Under standara proceaures, one ot the FAAR
cecticn’s radios is used tc transmit this infcrmaticn tc the
TALLS devices 1lccated #with Chaparral and Vulcan squads ana
redeye tearms.

Tbe TAIZLS device is a VEF/IM radio receiver with a
buili=-in 7-by-7 matrix aisplay. Each ot the 49 windows,
whict is capeble of aisplaying friena end/or unknown inaica-
tors, represeatls a 5 km square. A radio-treguency-data-link
(RFZL) frem the FAAR is used to transmit location and tente-
tive identitication to the TADDS device. Under the Reliabdle
Stirg ccncept thils infeorrmation is transmittea by voice to
the ABMCC. .

with <the FAAR/TADIS system, the FAAR cperatoer
rezorts Llocations to the SHORAD elements to the nearest 5
kr. The Reliable STING system aoes not meke use of the
TADDS box, but through a procecdural change, allows the FAAR
operator to proviae more accurate reports. This change

includes tplacing a SHORAD Grid over the CRT display, as
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discussed in Chapter III. With this, the operator 1is able
to estirate ttarget locations to the nearest lkrm. This
infermaticn, along with tertative identification, type cof
aircratt (tast verses slow), and relative number ot aircratt

in the raid, is transmitted tc the ABMOC, rather than to the

i SHCRAD fire units.
Experiments ccrducted during the 1968°s and early
197¢°s demonstrated that single engine, high-pertormance
aircratt could be visually detected beyond 14 &m. (Ret. E&]
Because these results were achieved under excellent visibil-
ity ccndivicns, detection ranges ot &~& km suggested by FM
44-23 [Ret. Y], are assumed to be more accurate in the Euro-

pear environment. In the remainadaer ¢f this dccurent, the

raximum tigure of 8 km will be used tor comrarisons ot loca- ]

, tion accuracy. Allowing the fire unit crew to detect &t

i their rmraximum detection range should be a rajor goal of any
early wvarning system.

Figure 8 illustrates the size of the search sector

correstonding to a 1 km accuracy, at ranges out 10 10 km. A

} PAAR report with 1 km accuracy establishes a 7.6 deg search

; 4 sector at 8 km. Tais rerresents the report accuracy as the

é FAAR operator preperes to transmit it. 1If the terget 1is a

i high~pertormance aircratt tlying atv 40¢ knots, it travels at

cver 20¢ m/sec. Assuming that the operators report requires

¥ive seconds to transmit (traasmitter keying tire included),

i‘L the alrcraft will heve flcwn at least 1 km bty the end of the
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Values were conmfuted with
£9 the otserver ifccated in
center of a grid square.
The aircratt is located in

SEARCH 4¢ the same rcw as the cobser-
SECTOR ver, see Flgure 9.
(DEGREES )
39
i <¢
1¢

1 < 3 4 5 6 ? 8 9

TARGET RANGE (KM)

Figure 8. Search Sectcr Size for 1 km Repert [}

[} R —— - - 1KM
FIRE _ _——T
UNIT ~eme=—r 16 A
: 8 = 7.€ Degrees
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22.6 Degrees (5 second report aelay,

aircraft speed - 40@ knots)
Aircratt located to the nearest kiloreter
8 gm from the #ire vunict.

-
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Figure 9. Sector Size Verses Time Delay

repcrt trancsmissicn. The eftfect o0f this delay Is tc eftec-

. ( tively triple <the size of the necessary search sector (see




Figure Y). The aircraft was somewhere within the 1 km
square prior to transmissiobn, however, the delay would allow
2 high performance alrcraft to reach the limits of the outer
figure.

The level of information support available from the
FAAR sections 1ls portrayed in Table VI. The search sector
at 8 kr 1s +/-11.3 deg. Potential targets rerain classitied
as friendly or unknown until a visual identificaticn is made
or elements of hostile criteria identify the eaircraft as
hostile, Fast ailrcratt will ©be distinguished from slow
alrcraft, allowing the FAAR cperator to provide some infor-
ration concerning aircraft type and sreed. Also, derending
upon the spacing between aircraft, a relative number of
aircraft can be determined. It 1s possible for the FAAR
operator to provide heading 1information. However, addi-
tioral Trrocessing requirements (rlotting targets and
cbserving their tlight path) would have anm adverse impact
upon the accuracy of the locatior information.

Another consideration assoclated with manual
transmission of track reports ls the track handling rate.
Using the same *ive second report duration assumed abdove,
under perfect conditions an operator can only make 12
rerorts in one minute. ¥ith only one alrcratt on the
display, the accuracy of the reports will be the same as
previously discussed. As rore aircratt are frocessed, the

average time Dbetween reports on a given aircraft 1is
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TABLE VI

= Target Information Available tc
o Support Reliable STING

ELEMENT
< ;
! LOCATION (SECTOR SIZE) X{(+/-11.3)
| IDENTIFICATION X(FRND./UNK.) i
- HEATING ]
- AIRCRAFT TYPE X(FAST/SLOW) -
; RAID SIZE X(RELATIVE)
l AIRCRAFT SPEED X(FAST/SLOW)

X - Intormation provided

10

‘ NUMBER 8

i OF AC
- BEING

i REPORTED 6 § SEC REPORT
\ | INTERVAL

AC SPEED =
4 | 42¢ KNOTS

. 2 '
- 1. 2 3 4 & 6 7 8 4y 4

4 DISTANCE FLOWN BETWEEN REFPOCRTS (EM)

Figure 1@0. Distance ¥lown Between Reports

proportional to the number of aircratt being rerorted. 1t

the FAAR operator wouid attempted te track six alrcraft,
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providing updates on each of their 1locations, they would
each btbe reported once every 3¢ seconds. Figure 1@ illus-
trates the proportionality. For an aircraft travelling at a
speed of 4@¢ knots, when the report interval 1s five
seconds, the average distance (in kilcmeters) traveled
betwveen reports 1s approxirately equal to the number of air-
cratt in the system. The update interval is a factor of the
report interval times the nurber of aircraft being reported.
The update ianterval times the speed of the alrcrafi produces
the distance travelled between reports (see the example
below).

S sec x € = 30 sec
39 sec x <0@ m/sec = 6 km

The FAAR orerator is not required to cycle through
all of his tracks, making a report on each opne. He ray con-
centrate on a rarticular aircratt that he teels roses the
greatest threat. By aoing this, the time, and hence the
distance traveled bvetween rerorvs tor that aircratt will
aecrease.

2. Direct Support Hawk and Air Fkorce

Long-range early warning informration is provided by
the Hawk battalion or the Air Force controi cercter/roint
(CRC,CRP,FACP). The air defense coordination section that
derloys to ome of those locations 1s tasked to rprovide com-
mand and control icformatvion as previously discussed. The
section 4also rfrovides early waruning track repcrts of air-

craft approaching the divisicn area.
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At the Battery Control Central (BCC) or the Bat-
talion Operations Center (BOC), the liaicon officer (LNO)
positions himselt where he cao observe the CRT display of
acquisition radar returns. He identifies lcng-range air-
cratt tracks that threaten to enter the division airspace.
The GEOREF 1location of these alrcraft is determined and
transmitted (along with tentative identificati .. ana other
elements of intormation) to the remainder cf the section
located nearby. The section plots the track in GECREF on en
acetate plotiing bcard. Since this pletting bcard has
GEOREF coordinates on one side ana the SHORAD grid on the
cther slde, a location can then be read frcrm the SHORAD grid
side and transritted, along with the other pertinent infor-
ration received trom the LNG, to the ABMCC.

¥hen the observer ronitors the radar display in the
BCC or <the BOC, he is able to see the targets aetected by
the battery’s pulse acqguisition radar (PAR) and ccntinuous
wave acquisition radar (CWAR). These radar systems have
cperational ranges in excess ¢f 1¢@ km and 6@ kr respec-
tively. To present these radar returns, the CRT display has
a scale at least five tires greater than the FAAR 4display.
The entire SHORAD Grid, whicb represents and area 22¢-by-22¢
km, is not large enough to cover the Hawk display. Unfor-
tunately tor the sake of accuracy, the displayed radar
returns are approximately the same slze as those on a FAAR

display. It 1s ditficult to accurately locate an aircraftt




Wi

in this manner, when the projection ot its radar return s
larger than the uynit of measure.

Even 1t very accurate readings could be made, addi-
tional error i{s 1incurred by adetermining the lccations in
GEOREF (to the nearest rinute) and then tramstcrming them to
SHORAD Grid coordinates (to the nearest 1 km). The rela-
tionship between rioutes and kilometers varies as a factor
of latitude. In Central Eurcpe a minute is apprcximately 1
kr in longitude and 2 kr 1in latitude. The - coordinate
transformation perfcrmed by the coordination section cannot
improve this accuracy.

The transtormation/rerorting fprocess pertorred Dby
the secticn takes at least twice as long to accomplish as
the FAAR operator’s reporting. The delays imposed by voice
reporting are bdasically the same in both locations because
both sources are transmitting identical elerents of informa-
tion,

The BOC also receives track 1information originated
by Air Force sensors. These reports are received via the
TSC-73 link to the perent alr detense brigade or group. Cne
source of intormation tfor these reports is the Air Fcrces”’
Airvorne Warning and Control System (AWACS), which is linked
to the CRC supporting the corps.

At operaticnal altitude the aircraft has a horizon
ot approximately 250 wnmiles. This range comdined with the

systems ability to identify aircratt from ground, allcws
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AWACS to provide exceptional 1long-range early warning
agaiunst low-tlying alrcratt which may be masked trom FACP or
Hawk radar. Beceuse the system rust exclude ground it is
noy eftrective tfor detecting slow tlying helicopters.

The Yth ID has cperated directly with AWACS during
Joint exercises. An HF/AM voice 1link was estabiished

between the AWACS and the ABMOC for passing +track reports.

However, under standard orerating procedures, the AWACS air- i
craft transmits high-speed daigital information to the CRC. |
One ot these alrcratft is capable of surpcrting the entire 3
alr defense reglon. Given the range of lts senscrs (capable
ot covering many divisions) and the importance ot its inter-
cepter contrcl mission, it is vuvmnlikely that AWACS will

cormunicate directly with divisional air defense elerents.

With the exception of heading and Location/sector
size information, Table VI also represents the level of
intormation support availlacle from the long-range scurces.
Unlike the FAAR sections, the coordination section is capa-
ble determining an approximate heading without facreasing
their processing time. This 1s because the cocrdination
section rust plot the track reperts to transtorm the coordi-
nates, whereas the FAAR operator dces not. As a result of

the processing delays ana CRT disrlay 1inaccuracies identi-

fied above, the sector size required to locate the target

would be much larger than +/-11.3 deg sector which results

¢rcr the FAAR reports.
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3. Division Aviation

One ot the sources of intormation identiftied ftor
Reliable STING 1s the division’s aviaticn assets. These
aircratt can be divided 1into two groups: those aircraft
cperating along the FEBA, and tacse operating over the cen-
tral and rear regions of the division. The 1latter grovp
includes wutility and cargo helicopters. These aircratt
could observe enemy airmobile/airborne operations and ground
attack aircraft directed against ascets in these regicns.
Along the FEBA, observation and attack nelicopters are in
position to observe air stirikes directed at maneuver ele-
ments, to include enemy attack helicopter orperations.

Enemy alrcraft sightings are tranmsritted to the
Flight Control Center (FCC). The FCC transmits these
reports to their cell lccated with the ABMCC. Because these
reports are visual signtings of moving targets maae by
observers who are also moving, it is irrossible to determine
the accuracy cf any locations recelved from this scurce.

4, Level of Surport

The track report infcrmation availabole tc the BReli-
able STING system is capable of satisfying the rerainder of
the users’ air detense intormation needs (see Tatle VII).
The accuracy of the locations provided by FAAR falls bhetwesn
those required for minimumr and Oftirum levels of pertor-

mance. The 1informaticn required to support each of these

elerments, excert for heaaing, can be preovided bty FAAR.
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TABLE VII

Intormation Available to Support STING
Relliable STING

REQUIRED FOR

MINIMUM RECUIRED FOR
EFFECTIVE INFORMATION OPTIMUM

ELEMENT PERFCRMANCE AVAILABLE PERFORMANCE
MISSION X X X
BOST. CRIT. X X X
WEAP. STATUS X X X
FIRE DIST. X X X
AD WARNING X X X
ST. OF ALERT. X X X
LOCATION (+/-45)* X(+/-11.%) X(+/-1)
IDENTIFICATION X(ERND./UNK.) X(ACTUAL)
HEADING X(ADCS) X(ACTUAL)
AIRCRAFT TYPE X(FAST/SLCV) X (ACTUAL)
RAID SIZE X(RELATIVE) X(ACTUAL)
AIRCRAFT SPEED X{(FAST/SLOW) X (ACTUAL)

X - Information provided

* -~ A result of PTL assignrent
(Sector size in degrees)

Other sources also provide 1impcrtent input. The
long-range track rerorts bridge the gar beiween very generai
alr detense warnings and alerting/cueing intformation. This
early warning benetits the users in two ways. It increases
their level of readiness and procvides the ABMOC OIC the
information necessary to allow him to employ the best combi-
pnation of cperating FAAR sections. The sightings provided

by division aviation <can contirm aircratt identitications

€3




Iy kAo 3w, Il R

L

and detect aircraft that may have penetrated the FAAR cover-

age undetected.
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V. INFORMATION AVAILABLF TO USERS

Having looked at the ipformation required by the SHCKAD
Yire units and the potential value ¢¢ the air detense intcr-
mation available to Reliadble STING, the etftectiveness of
providing this 1infcrmaticn to the wuser can te assessed.
That assessment is made in this chapter 1in terms of the
information made availavtle to the users. Under the Rellatle
STING concept, the ABMOC cormunicates three types of
information to SHORAD <ire  units. This {information iec
transmitted over the Division Air Defense EZrergency Warning

(DADEW) net.

A. DIVISION AIR DEFENSE EARLY WARNING

1. Present Farly Waraning Systiem

The divisicn’s methods ¢t disseminating air defense
information are changing as the Army adopts the Msnual
SHORAD Control System. The previous system utilized air
defense comrmand and control channels to trensrit externally
and internally generated cormand and control intormation
(see Figure 11).

While the air defense information 1idertified abdove
was processed ir a ceniralized manner, control ¢f short-
range early warning 1nformation was decentralized. FAAR
sections were positioned where they <couvld test support

deployed SHORAD fire units. These sections transritted R¥DL
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or VEF/FM voice to the fire unit TADDS aevices. Ur to eight
secticns could operate sirultaneousiy, each supporting a

aifferent group of users (see Figure 12).

TN sos .

BEDE/GP HAWK SHORAD C/V c/v c/V

-3 FM voice

REDEYE REDEYE

Figure 11. Longe-Range Early Warning and
Command and Control Before MSCS

c/¥ C/V

DN /)
+/ FAAR EARLY
“\_ WARNING

FAAR u(/ \\N

> FM RFIL or voice
to TADDS device

REDEYE REDEYE

Figure 12. Flow of Short-Renge Early
Warniog Intormation

The procedures instituted by MSCS will ccntinue to

utilize the same chanmnels tor the transrmission ot internal
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cormand and contrcl and shcert-range early warning informa-

tiorn. This system will, however, alter the flow of
intormation receivea trom outside sources (see Figure 13).
The air defense coordination section transmits this informa-

tvion ftror the IS Hawk battalion to the SHORAD battalion TCC,

as before. The TOC retransmits tkis air defense inforrmation
on their early warning broadcast net., FAAR sections, Dat-
teries, and others monitor this net. The FAAR secticns
rebroadcast pertinent elerents to those units monitoring the
FAAR early warning nets. The ccmmand channels between bat-

teries, platoons/sections, and squads/teams are aveailable as

an alternate means c¢f transmissicn when early warning nets

are not operational.

/v c/v c/V

" " /7 e N7

EARLY WARNING FAAR FARLY
K BRCALCAST

WARNING
HAWK SHORAL FAAR

REDEYE REDEYE

Figure 13. MSCS Network Structure

2. Reliable STIMG Netwerk Stiructure

Tne irrlerentation ot MSCS procedures does not altier

tae tasic netwecrg structure, The system still provides
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aecertralizea rrocessing of short~range

centralized rrocessiag ot the ctiaer elements of air derense
intformaticr. The prccedures implemented ¢ty the Reliabdle
STING coancept do change tais structure. Under Reliable
STING tvhe processiug ¢t ali air deterse infcrrmation central-
izee except tor comrmand ana control irntormation internal to
the SHCRAL vrattalicr. Beth lcng and short-range
reports and commarnd and control iaforrmation tromr the
regicnal ailr deferse ccmmander are transmitted to the ABMOC.

Thae ABMCC then transrits this intorration to all users (see

Figure 14).

Ll L —ta

c/V C/V %ﬁy
]

early warning and

track

c/v

4}

I N Iy I > (DEFENSE EARLY
'Qﬁi\ 7 WARNING
HAVEK ABMCC T~ - 22 :
N |
S— gggmigzgig:nggmr()l FAaR ;
Early warning =t <
—-—=—) Short-Range Early warning
RIDEYE REDIYE
figure 14. Reliable STING Networg Structure
B. AIR DEFENSE COMMAND AND CONTRCL INFORMATICN
One of the airs of both Reliable STING and MSCS 1is to

take the reglional air detense commander’s Trules ot
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engagement and air detense warning information and <transmit

them to the users via the rost direct route. Reliable STING
cormunicates this intfcrmaticn directly 1o each user monitor-

ing the DATEW net. This action, <corbined with the

troaacasting of long-range track reports, was designed tec
reduce the time requireq for daissemination of ircformation.
This is an important point. Although sore of the external

cormand and control information is not time critical

(reports are otten transritted in advance of 1irplementation
tire,, taere are 1instarces when these repcrts must get tc¢

the user &s quickly as possible.

Wnile the users do receive 1bis intorrmation taster under

A f Peliable STING procedures, they sometimes question the

source. During the REFORGEFR ‘€1 comparison ot Reliabdble

STING and MSCS, some cf the participents expressed concern
over the lack ¢t authentication on the DADEW net. ([Ret. 12]
Receuse the information which was broadcast on the DALEW net

was inptendeq tor use at all levels, transrissions were not

encripted and had nct teen authenticated. The ABMOC

transmitted changes ln the air defense warning and rules ot
engagement. As impcrtant as these categories of intormation
were, it was not possible for the users to determine where
the transrissions had criginated.

A Yeedtack prcblem alse exists. These elements of

T - . H
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inrcrpnation are critical 10 jiroviding amn etftective air

ce*epse. Unfecrtunately, it is impossible tc ersure that all




the users monitor changes that are broadcast on the CADEVW

cet. Because all transrissions are one-way, the ABMOC does
not receive any feedback. The only way leaders of SHORAD

units can be assured thav their subordinates have received
this intormation 1s tc ccmmuricate with them. As a result,
these transrissions are placed back on the corrmand nets or

supericrs are fcrced 1o assume that the orders were

the
recelved.
TABLE VIII
Commanda ana Control Information Provided
ty Reliable STING
REQUIRED FOR
MINIMUM RECUIRED FOR
EFFECTIVE INFORMATION CPTIMygM
ELIMENT PERFORMANCE PROVIDED PERFORMANCE
MISSION X X X
ECST. CRIT. X X X
WFAP. STATUS X X X
FIRE DIST. X XX X
A0 WARNING X X X
oT. CF ALXRT. X X X

X - Intormation prcvided

XX - Frovided by SHORAD chaln of command

The alr deterse infcrmation provided by the ABMOC satis-

fies 1the users’ needs for hostile criteria, basic weapons

contirol status, and air detense warnings. The other ele-
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; rents of information, idertified as essential to producing
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rinirurm ettfective pertornance, are received tror the SHORAD

chain c¢ ccmmand (see Table VIII;.

C. TRACK REPORIS

The track reports which are transmitted by the ABMOC are
pasically the same as those received from the FAAR and ADCS.
Any di¢ferences are the result of processing performed
within the AEM0C. The new track may have an improved iaen-
tification. A tentative heading 1s surpplied by the ABMOC.
The third difference is that the information received from
the AEMOC will be older, less accurate,

1. Accurecy

The useérs ronitoring the DADEW net are not aware
that Lt is highly likely that reports have teen in the ABMOC
tor nore than 22 sec. They are also not aware ot the impact
this delay has <c¢n the accuracy c? aircratt location and
heading informaticn. Assuring that the determined heading
is accurate to +/-22.5 deg (see Figure 15) and that the
tracks are plotted without error in the AEMCC, the effect of
precessing and reporting delays orn the accuracy of locaticn
informatior is discuscsed below.

The ABMOC aanrounces taree aitterent tyres of track
repcrts: initial, update, and scrub reports. The last is
transritted whenever 1t is determined that a track will no
lcnger te reported (outbcund, lost, €tc.). A representative
sarple of tracks tror the REFCRGER ‘61 corrarison were tound

10 rave required an average of z€.9 sec for processing and
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Any heading between
these limits wculd
be announced as East.

Figure 15. Accuracy c¢ Heading Intorraticn

dissemination. [Ref. 11] This figure is somewhat decelving
tecauvse the rprocessing and disseminaticn times for scrub
reports were incluaed. The processing and daissemination
tires ftor scrut reports were much shorter, but fire units
are not required t1c detect scrubs. The average time for
initiali and vupdate reports would increase to at least 31.6
sec. The effect of this 1.6 sec delay 1s analyzeda in
Figure 16 in terms of the relationship tetween sreed and
distance. A typlcal aircraft ingressing intc the division
airspace flying 40@ knots, travels over €.7 kr while these
actions are taking place. After this arovnt of time, even a
helicopter flying at 8% knots will have flown more tkan 1.4
Em. While this appears tc be a great deal of degradation in
accuracy, another point must also be realized. The average

time ot 21.€6 sec dces Dnot 1laclude the transmission time
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required for FAAR rerporting. when the assumed FAAR
transmission time ot 5 sec 1s added to the tire required tor
ABMOC prccessing and dissemination, the average delay
increases to 3€.€ sec. Now the 400 knot aircratt bhas had
sufficlient time tc¢ travel nrnearly 7.8 kmr, effectively

increasing the search sector to +/-77.2 deg.

S5e9 AVERAGE 31.6
SECOND DELAY
49e |— —— -
AIRCRAFT
SPERD

(KNCTS) 3ee

200

19¢

1 2 3 4 e} 6 7 8 9
DISTANCE FLOWN IN 31.€ SECCNDS (&M)

Figure 16. Distances Flcwn During ABMOC Processing

-

<. Saturation Level

Track handling rate is alsc a problem cn the DADEW
net. The sarple track reports, on an average, required at
least 6.4 sec to transmit. Withoutv the scrub reporis, which
require approximately =« sec to trensmit. this average

increases t¢ over € sec. With an & sec rerort interval,

only 7-6 tracks can be announced per minute.
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AIRCRAFT SPEED = 400 KNOTS
8 SECOND REPORT INTERVAL

NUMBER <9
CF AC
BEING
REFCRTED 1%

10

I
U

1 < 3 4 s 6 7 8 9 1 11
DISTANCE FLOWN BETWEEN REFORTS (EM)

Figure 17. Distance Flown Between Successive
ABMOC Track Updates

Figure 17 demonstrates the relationship between
speed, distance, aad tae oumber of tracks being rrocessed.
An assurption is made that the Teller cycles between tracks,
regularly updatiag ali of them. The figure illustrates. that
higk pertormence aircraft may travel &s far as &€ km between
updates when as few as five are teing rerorted. REFORGER
‘61 test team reported that the effectiveness of ABMOC
cperatiors did not suffer as a restlt of saturation. [Ref.
12] The loaa was not sO great that the rlotters «could not
keer up and the 1Teller was able to coantinue transmitting
track reports tc tce users. Figure 17 points out that the
saturation level (capacity) ot the system should bve based on

the value c¥ information tracsmitted to the user. That \is,
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saturation is a measure to be made external to the ABMOC, at
the user level.

In the analysis c# the REFORGER ‘81 test it was
aetermined that the mrost signiticant teature ot Reliabdle
STING was its abpility tc pirpcint aircraft Ltocations. Also,
the rate of correlation between early warning and actual
sightings was quite high. ([Ret. 13] 1t 1is questionatle
though, that a syster canm in tact "rinpoint” a high pertor-
mance aircrart if that alrcratt has travelled over 7.8 km
tror radar detection to tire unit notification? How can
tire units capatle cof detecting out to & km find alircraft
that are 7.8 km from were they are reported? It is possible
that scme of these aircratt were detected 1in advance of
early warning and otkers were detected in spite of early
waraning.

3. Irpact on Informaticn Value

The main question is, how do the rrcblers of delay
and track handiipg rate, <created by systemr processing,
effect the value of the lccation infcrmaticn? It is impcr-
tant to place ti1hese iroblems into rerspective., Assuming
that an aircraft is meintaining a <constent heading and
syeed, Figure 18 illustirates the impact of ceach of these two
tactcrs. The arcs represent the possible 1locaticn ¢f the
aircratt as the report reaches the fire unit, Because only
eight directicns are used, the alircrart mey ¢fly along a

headirg that 1is +/-22.5 deg either side ct the reported
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headirg. The distances bvetween successive arcs demonstirate
the effect of the handling rate. The distance bvetween the
apex and the arc represents the distance ¢flown between

detection by the FAAR and track report receipt by the fire

unitv.

FAAR DETECTICN
FIRE UNIT RECEIPT

DISTANCE
(KM)
¢ g \\ 1 \ 2¢

DISTANCE TRAVELLED
BETWEEN REPCRTS

tigure 18. Exerple of Lelay and Track
BEandiing Rate Irract

The distance that an aircraft travels between radar
aetection ana fire unit receipt of the track report is the
rost critical ot the rroblers identitied above, The results
trom the REFCRGER ‘€1 test indicate that fire units wculd
receive target locations with errors as large as their max-
imum detection rasnge. This 1s acceptable for lcng-range
early waruoing, in that tvhe crews are still alerted. How-
ever, the locaticn o¢of fast moving aircraft cannot ©be

“rinpointed” in this ramner. It cueing intormatiom tells
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the observer where 1t0 lock 1o see the target, the target

must be within his maximum detection range and search Ssec—

tor. If this is not the case, the locaticn is only alerting
information. If the aircraft is within the aetection range,
the observer will not detect it with the help of this inac-
curate cveing information (see Figure 19). Regardless of
¥1ight path, 1¢ the observer detects and kills this aircrart
between poirts 1 and 2, it is due to the fect that he was
alerted by earlier reports. And if he kills the aircrarty
after pcint 2 (receipt of report) it is because this track

report alerted him; it certainly aid not tell hir where 1o

look.

LOCATION OF AIRCRAFT
TRANSMITTED BY FAAR

LCCATION OF
AIRCRAFT WEHEN
REPCRT RECEIVED
BY FIRIZ UNIT

AIRCRAFT
— " COURSE

Figure 19. Example ¢f Late Cueing Informaticn

The track handling rate also impacts upon this cue~-

ing vs alerting question. The Llower the average track

7
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bandling rate, the farther aircraft travel between reports.

AS aircratt tly rarther bevween rerorts, the purber of tires
they are reportea within <fire wunit detection limits
gecreases. Even if the locations provided by Reliable STING

were accurate, smaller numters cf tfire units would ©be atle

to take advantage of this precise information and its cueing

valve would be reduced.

i The value of the anncunced heading aiso decreases as
the rate declines. Flight path plots are based upon

{ discrete observations, which can be misleading. The +/-22.5

deg initial reporting accuracy, combined with the inaccura-

cies produced ty looking back atv these cdiscrete samrles,

causes the value of heading information &t a fire unit to be

quite low.

Table IX identifies all c¢# the air de¥ense informa-

tion available to the users. All of the elerents of target

iafcrmaticn required fcr perfcrmaasce minirum effective
levels are rprovidea by the ABMOC. Wwith the exception of
l}l location, target infecrmation previded ©ty the ABMOC can
| improve this 1level ¢f performance. PEecause the assignment
- ] c¢ primary target lines establishes a +/-45 deg search sec-

-1 tor tor the gunner, location informaticn disserinated by the

ABVMCC can degrade rertformance., The sector size necessary to

detect the target is based wupon the 420 knot aircraft

electronically detected 8 km trom <the fire wunit, with a

tctel repoerting delay c¢f 36.€ sec. Identificaticn is the




result of the FAAR’s IFF and ABMOC coordination. Heading 1is

now availabie. Aircratt type/speed and the raid size are

transmitted as received by the ABMOC.

TABLZ IX

Information Providea by Reliable STING

REQUIRED FOR

B MINIMUM REQUIRED FOR
1 EFFECTIVE INFORMATION OPTIMUM
- ELEMENT  PERFORMANCE PROVIDED PERFORMANCE
. MISSICN X X X
;| HOST. CRIT. e X X :
» WEAP. STATUS X X X ;
FIRE DIST. X X X P
3 AD WARNING X X X !
. ST. OF ALERT. X X X :
= LOCATION (+/-4c5)* X(+/=-77.2) X(+/-1) :
;! IDENTIFICATION X (IFF+COORD.) X(ACTUAL) {
- HEADING X(LCOK PACK} X(ACTUAL) b
AIRCRAFT TYPE X{FAST/SLOW) X{(ACTUAL)
RAID SIZE X (RELATIVE) X(ACTUAL)
AIRCRAFT SPEED A(+AST/SLOW) X(ACTUAL)

X - Intorration rrovided

TR

®* - A resuvlt c* PTL assigument
(Sector size in degrees)




V1. SYSTEM PERFORMANCE: UTILIZATION
CF INVORMATICN POTENT AL

The ettectiveness of any information <system <can be
determined by enalyzing how well it utilizes the potential
value ot avallable intorration. To ascertain the level of
suppert Rellable STING prcvides tc the SHORATZ #ire units,
the air detense intormavion proviaeéd to these users mrust be
compared tc tae infcrmaticn received by the system. Signi-
ticant ditferences can then be icdentified. The processing

perscrmed within the system must then te examined to deter-

vine the cause ot improverents or degraaations. Cnce this
has teern acccmplished, alternatives can be propesed which
tagke aavantage of the system’s strong points while address-

ing its deficieaclies.

A. INPUT/OUTPUT COMPARISCHN

Corparing the intformation that 1is available to the
syster, to that provided oy the system, is basically a ccr-
parison ot the inputs and outputs. In sore cases, ABRMCC
precessirg increases the value of the inforrmatior. 1In other
instances, the inftformation remains unchanged or its value is
ever degraded. The elerents of informaticn that enter the
system have a glven resource value. This wvalue will ©be
identified as r. The information that is jrovided to the

users also has a valuve: R. The ratio of R/r {s a functicn
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ot the rrocessing rprocedure and the time required to com-
prliete that processing. 11t the ratic equals 1.2, the {nfor-
ration value was unchanged by the processing. Greater than
1.2 represents aa increase in value, while 1less than 1.0
jdentities a degradation.

1. Uraftfected Categcries

Any category of information thet is neither improved
uron npor degraded by ABMUC 1rocessing consists of intforma-
tion whose valve is not tirme sensitive or is not enhanced by
coordination. The regional air detense comrander”’s rules of
engagement and air defense werning are examples of such
infcrration (see TFlgure 2¢). Because rules ot engagerent
end air defense warnings are coften traremitted in advance of
irplerentation tire and the armcunt of delay delay imposed by
the ABMOC s miniral. This intormaticn is complete, there-
tore i1 should not be expected to be altered by processing.

Raid size, aircratt speed, and aircraft type are
also unatfected by system processing (see Figure 20). The
prurter of alrcratt repcrved ¢n the DADEVW net is the same as
that receivea from the sources: OCME, FEW, or MANY. No
attempt is made to determine a precise count. Aircraft
speea and type are really conveyed as one riece of informa-
tlion, which is alircraft tuyre. As with raid size, this

information travels the length of the system unchanged.
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RULES OF ENGAGEMENT
AND AIR DEFENSE WARNING

R/r 1.0
———

PROCESSING TIME

RAID SIZE, TYPE, SPEEL
R/r 1.9
PROCESSING TIME
IDENTIFICATION
R/r 1.0~

FRCCESSING TIME

Figure 20. Intormation Value Verses
Prccessing: Unaffected or Improved
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<. Enhanced Informatjion

The value ot identitication intormation imrrroves as
a result c¢f ABMOC processing (see rigure 2¢). Remote sen-
sors trapnsmit identirication as: UNENCWN, FRIENDLY, or
EOSTILE. Fer example, any aircraft that dces nct correctly
respond to the FAAR operator’s interrogation is identitied
as vopknewn (a visual sighting or special hcstile criterion
would be required for him to identify an alrcraft as hos—-
tile). An lacorrect resronse 10 the IFF challenge does not
ensure that tbe aircraft is hostile. A large percentage of
tracks reported to the ABMOC will be ldenti?ied as UNKNOWN,
Cne major benefit of the systemr’s processing is the reduc~-
tion of wuncertalnty abour the vunknown tracks. The Zire
units venefit from this improvement 1in 1information value.
Through the receirt of (irproved identitication, the fire
unit can concentrate 1its efforts on aircraft that are
suspected to be hostile.

3. Reliavle STING Degradation

System rrocessing can also degrade the value ot some
elements c¢¢ intormaticn (see Figure 21). Cne categery in
which this occurs is aircraftt location. This 1information,
the mest critical element of target informaticn, 1is
extremely time sensitive. As demonstrated in Chapter 1V,
corparatively small time delays can drastically decrease the

accuracy of location information. The exarple of the 400

T o




E | LOCATICN
1.2 ALERTING
. R/r
i CUEING
4 ’
PROCESSING TIME
- HEADING
L R/r 1.0

PROCESSING TIME

Figure 21. Intormation Value verses
Processing: Degradation
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knot aircraft illustrates that the necessary search sector f
j required tor detection grew from +/-11,32 deg to +/-77.2 deg,
Ji as & result cf processing and reporting deleays. This 1is e
x’ signiticant degradation., A 2< deg search sector is accurate
cueing informaticn. A 15¢ deg sector 1s mnot much bdetter
~ | thar deterrining that the eanenry is expected to attack from

his side ot the FEEA.
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System rrocessing also has @ @negative 1irpact wvupon
heading intormation (see ~Figure 21). Although heading is
not as sensitive as location 1inforration, 1long reporting
daelays can degrade these course aprroximations. This prod-
lem is compoundaed whern aircraftv are making frequeat ccurse
correcitions to take advantage ot maskiang terrain and to con-

fuse air defense elements.

E. RELIABLE STING PROCESSING

The examination c¢f system precessing will ccncentrate on
those categories of information which are irpacted by pro-
cessing) primarily identification, location, and heading.
kny proposed alternatives should take =advantage of the
system’s atility to improve the value ot identitication,
while attempting tc reduce the degradation of lccaticn and
aeadiag information.

1. System Processing

The ABMOC is not the only node in the system that
perferms processing tuncticrns. The air defense coordination
section, the FAAR sections, amd the fire urits also process
track reports. The time recuired fcr the prccessing acticens
rerformed by these elements is not significart when compered
10 the time requirea for ABMCC processing.

The coordinate transformation/interface provided by
the <cooraination section dces not significantily attect the
value ot target lccation intormation. The long-racge, less

accurate nature of thils alerting 1inforration causes the

8t
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impact to te relatively minor. This is not the case with

the FAAR sections. Because the FAAR sections are providing
short—-range early warning, the impact of their processing
can b0e greater than tkat of the coordination section, even
though it requires less tirme to corrlete. The orerator \is
rot only requireda to transmit track data; he must also
interrogate alrcraft, assign track numbers, and follcw these
eaircratt, repcrting ¢ty track number. These ©procedures
require a great deal of tire, atftfecting the accuracy ot the
locaticn 4intformaticr he prcvides to the ABMOC. The track
hancling rate is alsc degraded as a result of rertorring
these <functions. As the FAAR cperator’s handling rate
decreases and aircrart fly farther between reports, the
headirg determined by the ABMOC beccmes lecss accurate.
Members of the fire unit crew are also required to
rprocess track intormaticn. Since all track reports are
announced over & single division 2ir defense early warning
et, individuals monitoring this channel rust determine

wnhick repcrts apply to their unit. This is a tiltering prec-

cess that can be performrec by plotting the track reports to

determine if they tall within the unit’s area of concern cr

by remembering which gria squeares border this area and

listering for reports in those squares. Additional time 1is
required to corplete this process, but it is cffset by not

encouraging otservers 110 try and detect every aircratt
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repcrted, even those well beycend the limits of their
eyesight.

2. ABMCC Processing

In order tc eliminate the delays ceused by ABMOC
rrocessing, it is necessary to understand how that process-
ing is perfcrmed. Eight individuals per shift (sixteen in
total) are required to pertorm this tunction (see Figure 4),
Yore then half of this crew is employed in plotting the
track regportis. They monitor communicaticns fror the four
FAAR secticns and ¢rom AWACS cr the <cccrdination section.
Each plotter receives track reports ftrom his sensor and
picts the infcrmation backwards c¢n the long-range or main
rlotting boaras. Each initial report includes the track
designator supplied bty the scurce. Subsequent updates alsc
contain this number, allowing tke plotter to connect thre
roints to aprroximate the tlight path.

The o¢#icer-in-charge (0IC) and the Teller mcnitor
the air battle fromr their positions on the opposite side of
the plotting toards. The CIC analyzes the long-range early

. warning 1t0 assist him in the management ot his FAAR cover-
age. 3Beth he and the Teller attempt to correlate actlons
identified on the long-rarge and main rlotting boerds with
the aviation utilization and control intormation

represented on the friendly aviation board. The Teller also

announces these track reports over the DADEW net. The

acticns described above produce approximately 23 sec of the
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S1.€E sec average processing and dissemipnation time. If the
accuracy of the output is 10 increase, this delay must bve
significantly reduced. Effcrts directed at reducing this
processing delay must be Dbalanced against the increased
valuve ot identification informaticn which results from this
processing.

Intormation concerning triendly air activity, which
is portrayea on the <friendly aviation bcard, is received
during coordination with the DAME. The route struciure to
pe used by friendly aircraft, preplarned air operavions, IFF
zones, and other coordination intormation is used by the QIC
and tte Teller to improve upon the identification of unknown
tracks. Aircraft adhering to a rredetermined route struc-
ture may be tentatively identified es’friendly, while thecse
ignoring friendly coordination measures are suspected hos-
tile. Immediate cocrdination can alsc be effected with the
FCC tor additional intorration concerning ongoing missions.

As an initial track is received from cne cf the FAAR

sections, it 1s rlotted and the Teller is alerted to this

_ rew track. If the tentative identification is UNKNOWN, the

Teller will announce the track, bdut he will also observe 1t
and try to compare its flight path to the ¢light infermation
displayed on the frienaly aviation board. This requires

observing a tew sutsequent rlcts to aetermine an arrroxirate

heading.




3. Summary

The processing descrived above prcduces both posi-
tive and negative results. Ary improverent 1in target
identiticaticn can help prepare ¥ire units fecr engagements
and help protect friendly aircraft from atteck.by SHORAD
assets. On the other hacd, this prcceesing and the general
plotting/telling actions delay the reporting of tracks to
the tire unitvs.

It has teen shoewn that the degradaticn of location
and heading information is a result ot slow input/output ard
Ficttling procedures. At the same time, it must be ncted
that coordination performed by the AEMOC is essential to
imrreving ldentification. Scme methcd c¢f displaying tracks

is &lso necessary to support this coordination process.

C. PROPCSED ALTERNATIVES

Refore considering alternatives, the question nmust be
ask, Is it required that Reliable STING utilize the full
potential cf aveilaple information?” If it <can be ack-
nowledged that locations transmittied by the ABMCC are not
accurate enough to cue fire units, ¢ 19 &m grid designation
rataer than a 1 km report might be utilized. Thus the sys-
tem would procvide canly alerting infecrmation <to the SHORAD
tire vnits. Wwith the ABMOC CIC controlling the FAAR ermploy-
rent end integrating short and lomng-range early warning
intcrrmation, Rellable STING is capabtle ot rroviding excel-

lent alerting coverage of the division.
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The logical answer to the above guestion is "yes . The
system shculd maximize the valve c? avallable informaticn.
In addition to consolidating intorration, coordination with
alrspace management elements, and providing early warning to
the entire aivision, the syster should take advantage of
FAAR/SHORAD Grid accuracy. Improvement can be realized
thrcugh the modification of existing procedures, alteration
ot the network structure, automation, or a cormbination of
these.

1. Moqification 0f Procedures

In the area of procedural changes, there {s very
litile that can be done tc streamllne the system. The
current rrocedures practiced by the ABMOC crew are the
result of an evolutionary development Dprocess. The
designers of this system have varied <their procedures 10
minimize processing delay, while continuing tc repcrt each
of the elements of terget irnformation. However, reclizing
that the main gcal ls tc get accurate track infcrmation te
the fire uvnit as quickly as possible, seme irprovement can
be achieved by changing the rerorting rrocedaures.

Using the 1ist ¢t pricrictized {informstion require-
rents identitied in Chapter III (see Table IV), track rerort
lengths couvld te samortened ty remcving items of low pricr-
ivy. Location ana 1identitication are the rost irportant
elements cf target lnformation, and they sheould be included

in every report. Announcing only location and aircraft
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identitication (ircluding track designator) would essen-

tially cut the trarsmissicn times in half. Urnfortunately, ;
this action would save orly -6 sec, a small portiomn of the
total delay. ]

Therefore, rrocedural changes offer little potential

tfor limprovement in speea it the advantages of coordination
are tc be retained. Ever with a drastic cut in message
length, the ABMCC processing time does not significantly
change. The precessing tuncticns identitied abtcve must

still ve performeda. Therefore, an order of regnitude reduc—

tion in total delay time could not be achleved.

2. Networx Structure

In contrast to ircceaural changes, substantial cuts

in deley time cen be achieved through structural changes in

the underlyiag intorration network. The most obvious is to
stcp <ending infcrmaticn tc¢ the ABMOC betfcre it can bve
transritted to nearby users! Track reports with accurate
lccation and questicrable identitication are received by the

ABMCC and track reports with improved 1identificetion eand

locaticn are transmitted over the DADEW net to

inaccurate

the users.

A significant roinr that seers 10 be overlooked by

suppcrters of Rellavle STING is that ¢ire units cannot take

cueing 1intorrmavion frrovided ¢ty the system

advantage ot

tunless they are positioned within cr near the coverage ¢f a

FAAR section (see Figure 22). Only Fire Unit A can receive




if locavion cueing intormation. As determined in Chapter 1V,
the FAAR sections are the only sovrces of accurate cueing
information. To T¥ire Unit B, not vnder the FAAR urbrella,

this same track report is only alerting intormaticn. Alr-

LBl i
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cratt mrust be accurately located within the tire unit’s

detecticn range to take full advantage c¢f this infcrmaticon.

MAXIMUM FAAR
OPERATING
RANGE

FIRE UNIT

L n i o tiamBacn s e

* A 2
5 ABMOC
! /

F FIRE UNIT CADEW NET

N B TRACX REPCRT

Figure 22. Fire Unit Reliance on FAAR

i ) One of the goals ot the sysiem’s designers was to do

awvay with the fire wunit’s reliance upon @& single FAAR
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secticn., They teel that they have <succeeded. Alerting

s

,§ icformation from a wide range of sources is made avallabdle

to the tire unit. However, the tire unit must still derend

(inairectly) on the neerest FAAR secticn fer accvrate loca- }

3 tion intorration. If the user is positioned pear the FAAR
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sectior, why take accurate pcsition data and send it to the

e rab

ABMCC so that it can be returned, after a processing delay,

as inaccurate information?
}i By charcging the control of information to a combina-
tion ot decentralized and centiralized, the tenefits ot ABMOC
processing and the accuracy of the ¥KAAR covld both be wutil-
ized (see Figure 23). It 1s pcssible for FAAR operatoers tc
commynicate both to surrovmding fire units and to the ABMOC.
: | This gfrecedure may require the vuse of the section’s sec
radio or a different antenna configuration. The advantages
are well worth the trade-o¥¢Y. Track repcrts transmitted to
the AEMCC coula be rrocessed to provide alerting informetion
to elements located throughout the division and target iden-

| tificaticon can be improveda. Al the same time, the fire

units near the FAAR sectlon wovld receive regports 5 sec olg

instead of Z6.€ sec.

= ACCURATE LOCATICN FAAR FAAR
. AND TENTATIVE N\
- IDENTIFICATION
-
4 FIRE UNIT
N
- CONSLIDATED ALERTING AND ABMOC
F IMPRCVED IDENTIFICATION R\\
OTHER SCURCES

Figure 22. Lecentralized/Centralized Inforration Control
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To take advantage of this arrroach, the ftire unit

weculd o0e required to monitcer both the LADEW netv and a lccal
FAAR net. The best combination would te to use the HF/AM
radics, planned tor IMSCS, for TALEW reporte and the VHE/FM
radios or TADLS receivers tor the FAAR net. The most accu-
rate locaticn 1infcrmaticr woulda be aveilatle con the FAAR
net, along with a tentative igentiticaticn. The DADEW net
would provide alerting informatior beyond the coverage of
the lccal FAAR, cormand and controi inforrmation, and emer-
gency alert informaticn.

The MSCS procecdures are sirilar te this agrproach.
Long-range early warning and ccmrand and control informetion
are transritted to the FAAR sections, The FAAR operators
include these reports with their short-range early warning.
while this arproach only requires the tire unit to npmoniter
one early warnlng radic frequency, it places a greater bur-
cen upon the FAAR operator. Since he is the only source of
accurate lccation irfcrmaticn, his processing lcad should
not se iacreased.

The MSCS rrocedures also canpnot take advantage of
coordination witk the DAME ard ¥CC unless flight cocrdina-
tion intormation is rassed down to tne FAAR sections. Again

the yprocessing load would 1lirit the effectiveress of the

sections.
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3. Automation

The thira alternative to stendara Reliable STING
operations would reduce timre delays by autorating some of
the precessing and repcrting prccedures. Recent develcp-
rents 1in size reaquction eaerd crertormance enhancerent of
micrccemputers ctftfer a technoclogy that is presentiy
availeble at @ relatively lcw cost. An exarple of tke
application o¢¢f this technology 1is the Theater Target
Analysis end Planning (TAP) syster. [Ref. 14] Using commer-
cially available “desk-tcp”  ccmputers and  peripheral
aevices, the TLefense Nuclear Agency developeda TAP to a2ssist
nuciear fire plapners ir 1the <ccrps TOC. This type of
e¢pproach 1is importent tecause one of the goals of this
thesis was to avoid rewriting 1the reguirerents ftor the
autcmated SEORAL-CZz system.

¥or the purposes ot automation, it is again irpor-
tant to rememter the cbjectives that shculd be premected.
Fror the users’ point of view, the prirary goal is to
present accurate arc tirely informaticn te the *ire unit.
Tae ABMCC’s ability to provide 1irproved identitication
thrcugh coordinaticn with the DAME/FCC and preoduce
consolidated alerving inrorraticn are also irrortant charac-
teristics that must te retained.

Automation of Reliable STING shoulda not be a pure
apprcach, tut comblred with prccedural and structural

changes. Cnly by reducing the amount of rprocessing andg
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rinirizing buman partvicipation can the time delays be signi-
Yicantly reduced. Some human participation will always be
requirea: the user’s. Wwith him in mind, one must determine:
¢ The method of filtering out pertinernt information.

¢ The method of communicating this air defense information.

The examination of Reliavle STING rrocessirng
revealed that use of a single broadcast net requires the
users to rrocess track rerorts 1o se€e it they are rertinent.
By applying the suggested structiural change, this filtering
Frocess cac be reduced. It the +tire wupit receives track
reports from a nearby fAAR section (ore whose umbrella
extendes over the unit’s operating area,) there is a greater
provabllity that tnece repcerts are impertant to the unit.

A second point that must be estadlished is the mreans
by which the fire unit will receive air defense infcrmation.
Units can recelve intormation comrmunicated ty voice, graph-
ics device, c¢r texv display. Under MSCS a graphics display
(TAIDS) is used anda Reliable STING communicates by voice
cver the TATEW net. The Army rrecently cwns cver 25¢@ TADDS
aevices which only rrovide location 1o the nearest £ km. At
the same time, the stardard FAAR is capable of transmitting
locations (R¥DL) tc the nearest 1 km. A quick corparison
Foints out that rAAR/RFDL 1is as accurate as Reliable STING
and that perhars something shoula be dope t0 irrrove the

TALDS device.
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There are factors that support improvement of the
TATDS system., As mentioned above, they are already in the
Arry inventcry. The system also hes & built-in VHF/FM
receliver, Any new device would require this carability or
wculd have te be operated with a tactical FM radio. ¥ith
this in mind, the possibility ot adding some lirited logic
capability vc¢ the TADDS system <suouvld te explored. A
ricroprocessor capable of pertorning the follewing ftunctions
wculd greatly enhance the device’s capatilities:

¢ Allow the user to change the reterence scale from & km to
1 km.

o Transform the display from sensor centered t0 weapons
centered or weapons otfseir. This would imnclude perrmit-
ting the user tc enter his location and that ot the FAAR.

o Frovide 1limitea memory to store the 1last few TFAAR
tracsmissions.

These ftnctions could be accomplishea with 1less rrocessing
rower than that available in an advanced hand calculator.

By allowing the user 1c choose the presentaticn
scale, the device could be used to rrovide alerting informa-
tion out tc 1€ Km. As tergets would apprcach the fire unitv,
the scaie could bte changed t¢ take advantage of the sensors
acciracy. At this pcint the device wevld represent a 7-by-7?
km square instead of the standard 3E&-by-3%2 krm. To make this
change eftrective, an ctffsetv user position may be necessary.
¥y positioning an observer along an edge of the display, at
least 5-7 km of display wculd ce prcjected tcwards attacking

aircraft (see Figure <4). The other alternative s to
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position the user in the center of the device. While
emplcying a 1 km scale, this would project at least 3 km in
all directions.

A memeory capable ot storing the last <tew FAAR
transmissions would also be required. This would allow the

user to change scales without losing the latest track data,

1KM

1KM ~+-
CBSERVER LOCATION

¥igure 24. Reconfigured TALDS Pevice

When the FAAR operatvor transrits a SYMBOL ALL CLEAR message,

this memory could also be cleared. Memory size would depend

LpoL the number ¢t tracks transmitted teiween clearing

cperations.
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In addition to improving the display device, some-
tbing should te donme 10 automate the rapual procedures
verZormed by the FAAR cperator. The FAAR systems in the
rield today require a great deal ot manual rarticiration in
the transmissicn or track reports. The TFAAR operatcr has
the option of selecting ranual or automatic IFF challenge
precedures. Beyond that point the system does very little
by 1itself. 1If the operator wishes to transrit the location
and tentatlive identity of a given track, he must position a
set of cross-hairs over the target projection using a joy~-
stick. Once thls has teen accomplished, the operator must
press a button identifying the target as FRIENDLY or UNK-
NOWN. This action causes an RFDL signal tc¢ be transmitted
to the TADDS device.

The rertorrance of this system could be irproved by
the autoration of three functions:

o Transmission o¢ target location.

o Transmission of tentative identification.

0 Assigarent ot track nourbers.

Once a target has been challenged by IFF, the recults of the
interrogation are represented on the FAAR CRT display. This
intcrmaticn is transmitted ty the Recelving System +to the
Disprlay Systerm. [Ret. 18] A microcomputer could combine this
ipfcrmation with the target locations stcred in the Data
Link System 110 tree the operatior from having to ranually

celect the 1idertiticaticn. Since target 1locatvions are
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stored, a computer could access this data and cycle through

tae current targets autoraticaily transmittiog the latest

PR SR MRS S s .

}’ lecaticn infcrmaticn. The SYMBOL ALL CLEAR signal could be
3 reriodicalily tranmsmitted, as well.

: In additvion tc lccation and identification, the FAAR
also transrits a radar identitication pattern and a separate
alert signal tc identify a new track (cne that has not teen
transmitted opefore). With these two pieces of information,
track aumbers could te generated. A block of track numbers

could be available in the software (1-1¢0, for example).

When a new target i1s detected the comruter selects the next
3 vnusea number and combines it with the FAAR identification
‘ t¢c produce the alrcratft track numter. Inclusicn c¢f this
L nurber in ©FAAR transrissions would aid the ABMOC operators
in their task c¢f irfeormation correlation.

The goels of «vutilizing the ABMOC’s ability to

imprcve 1identification infermaticn and provide consclidated
alerting infcrrmation cannot be realized unless this target
| intormation 1is also transrmitted to the ABMCC. 1If the tirst
; stepr in avtomating Reliavle STING is from the FAAR to the
;| rire units, the second shculd be from the FAAR to the ABMOC.

1 Each of the FAAR sections broadcasts on a different

- VHF rrequency. This prevents interterence detween sections

; and allows fire units to change sensors by changing the fre-
queacy setting on the TALDDS device. The fact that they

cperate on different frequencies also eliminates the need
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for the AEMOC <to synckronize or otherwise control their
transmissions. These transrissiorns coula te +treated as
asynchrcncus and collected by a microcomputer acting as a
concentrator.

The concentrator would have serarate ports and
suffer space for eack of the senscrs (see Figure 25). Each
bufter would hold the last track report received from the
kPAAR secticn. The concentrator woulid access the buffers in
a8 cyclic manner, transmitting the FAAR reports at e much
higher speed t¢ ancther computer, which could drive a CRT
display or relay reports to the DAME, ¥FCC, and others.
These procedures covld be implemented in the ABMOC withcut
autocmating the FAAR. The RFDL signals initiated by the FAAR

operator coculd alsc rrovide the inputs tor this system.

CONCENTRATOR
FAAR INPUTS
—> | Bl
OUTPUTS
—> | B2

3\

Bn

TRACK
REPORT
BUFFERS

Figure 25. FAAR Ccncentrater
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In order to perform its coordination and dissemina-
tion functions, the ABMOC requires the capability to:
o Tisplay track data.

o Pertorr heading calculations, coordinate transtorrations,
apd octher computations.

o TLisplay coordination reasures.
¢ Display trienaly air aetense assetls and radar coverage,

¢ Communicate cccrdinaticn information to the DAME, FcCC,
and ADCS.

¢ Disseminate early warnirg, command and ccntrel, and emer-
€Ency alert inforratvion.

CONCENTRATOR
FAAR — TRACK
INPUTS . ——)| REPORT
—_—
SUFPORT EQUIPMENT
INTERNAL AND/OR OTHER MICROS
AIR FAAR
BATTLE NETWORK
MONITOR
CCMMS
PRCCESSCR

Figure 2€. Automated STING Network

These functions cculd te perfcrmed by a grcup o¢f microcom—
ruters and their supporting -equiprment, connected by a
high-speed local netwcrk (see ¢igure 2€). As stated above,

track reports could be cormunicated to an Airbattle
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Moniter staticm. At this station, the OIC or NCOIC could

observe the tracks (long and short-range), while coordinat-
ing FAAR coverage. At a second station, perhaps the ~Track
Report” station, track reports would be examinea end dissem-
inated by the Teller. Unknown reports would be corpared to
alrspace coordination measures, which could be eccorplished
either manually or automatically. Urdates to aircratft iden-
tity would pbe treansmittea to all the other stations.

There are other functiions that could also be
perfcrmed oy an autcmated system. If track nurbers wvere
available, the system could aprroximate the heading 1in the
sare manner as it 1s computed manually. If a clock device
was used to date the track reports (time of receipt), an
approximate speed cculd also be determined. Cocrdinate
transforratvions could be rertormed automatically.

The third step in this automaticn prccess would be
to network the AFMOC, ADCS, DAME, and FCC (see Figure 2€).
whereas the FAAR links would te one-way, twc-way communica-
tions are required between the ABMOC and each of these
cstaticns. The majority of the traftic would, however, te
originated by the ABMOC. Since these elerents are not co-—
loccated, military telephone or radic links wculd be required
to connect them. A microcomputer finctioning as & communi-
cations processor could be utilized +to 1interface between

these stations ana the internal ABMOC network.
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To reduce the amount cf processing performed ty the
ADCS, an atterpt shoula be made to extract inforration from
the autoratic data links which connect the Hawk BOC to the
batteries and the air defense group CP. The coordination
section’s computer could display the tracks rassed on these
links on a CKT alcng with the short-range tracks prcvided by
the AEMOC. Long-range tracks that appear to threaten the
division could be selected for transmission tc the divisiocn.
The computer’s software could continue to update these
tracks.

The ABMOC’s consolidated alerting information, air
detfense command and controi, and emergeacy alert inforrmation
would be broadcast by voice to the entire division. This
preccedure, the same as used today, would be sufficient for
alerting information. This is trve, only because the FAAR
would »be transmitting cueing informaticn tc the fire units.
These voice transmissions would also allow any divisional
tnits 10 receive the intorratvion.

Target intcrmation can te transmitted to the ¢fire
unit much taster with RFDL, than by utilizing standard radio
tracsmissions. Ecwever, an accurate display device 1is
required to take advantage of this sgeed. The TFAAR
transmissions are alsc the Xey tc enhanced effectiveness of
A3BMOC operations. If track report processing functions were
autorated and voice tramsmissions by the FAAR sections were

continued, large reducticns 1in delay time would not bde

124




rossitle. By entering RFDL sigpals 1into the system, the

delays caused by the FAAR cperator and the ABMOC pleotters

could be eliminated.

1¢5




VII. SUMMARY, CONCLUSICNS, AND RECOMMENDATICNS

& A. SUMMARY

- e Rarnion

The SHCRAD tire unit was identitied as the prirary user
¢ the air detense 1infcrmation prcvided by the Rellatcle

; STING Early Warning System. When 1ihis wuser’s intorration

requirements were identitied, the €elements c¢¥ informaticn

essential for minimum effective performance where also

i deterrinea. Excluded ftrom these mipimums was short-range -
] ‘ ' early warning infeormaticn, the accuracy of which represents

_; the difterence tetween ninimum and optimur levels of infor-

mavion supporti.

It was found that the sources of intorration avallatle
to Reliavle STING provided +the system with the necessary
intorration to satisfy the user’s requirerents. Short-range

early warning gprcdvced by the FAAR sectices was determined

to0 be the most accurate in terms ot target location. How~
ever, thls accuracy was slignificantly degraded while the

track report was being rprocessed. This same processing

impreved the value ot identitication intorration and did not
arfect the essential elements cf infcrmation. The 4differ-
ences in value ©btetween the system’s 1inputs and outputs
resuited from the slcw marual prccedures performed by the
ABMCC operators end the centralizeda approach to information

processing.
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Tke suggested enhancements were directed at rproviding

greaver irntorration value by reaqucing the delays associated
with the present ccncept. The determinaticn was made that
processing delays ccvld be reduced ty rodifying procedures,
altering the underlying structiure of the syster, autorating
rrocessing functions, or some combination of these three

aprrcaches.

B. CONCLUSIONS
Analysis ot the Reliable STING concept rroduced the tol-
lowlng conclusions:

0 Reliable STING provides & frarework for ranaging the flow
of air defease intormation more ertectively thanm previous
SECRAT command end contrcl prccedures. Even ‘though its
rapual processing 15 slow in terms of short-range early
warning, the <system is capatle of providing timely
treansmrission of long-renge early warning, externglly gen-
erated command end contrel intermation, and ereregency
alert informaticn.

¢ It is 1impossible for the AFMOC to rrovide accurate
short-range early warning intormation. High pertormance
alrcraft fly too fast for the ¢gystem to handle. The
delayed track rerorts, transritted ty the system, provide
adequatie suppcert fcr long-range plarrers and intermediate
level coordinators and ranagers. However, the opera-
tioral vsers (the ftire wunits) require the rotential
accuracy of this sherti-range early-warning irfcrmaticn te
increase their level of performance above the rmirnipum,

¢ The ability of i1ne ABMOC 10 irprove identitfication intor-
mation through cccrdinatvicn arnd ccenscllidaticen should not
be degraded. Tnis is a valuable function that will still
kave +tc bve performed when SHCRAD weapons are deplioyed
#ith 1F}F devices. The 1dentification determined by a
Stinger IFF wiil not be any better than that provided bdy
tAAR cr Hawk interrogation devices. This improved infer-
ration would &lso allow fire units to concentrate their
ettorts on aircratv which are suspected hostile.

197
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Beth Rellavle STING and the enhanced MSCS should adopt
decentralized procedures for processing short-range early
warning intformation. Whether the systems ¢ftunctions are
automated cr remain manual, this step wculd greatly
irprove the accuréecy of location and heading information
provided to the fire units.

The perzcermacce ¢f HReliaole STING could bde greatly
irproved through automation of its information processing
tuncticns. Becth the track handling rave and the total
number of aircraft that could be processed wculd
increase. At the same time, ¢the delays 1irposed upon
shcrt-rapge early warnirg information weould be signi®i-
cantly reduced.

RECCMMENDATIONS
The following recommendations are made:

Reliable STING s rrocedures tor transrission of short=—
range early warning should be altered. FAAR sections
should brosadcast track report information te surrounding
tire wunits, 1in addition +to their transrissions to the
ABrMOC.

To maximize the effectiveness of the FAAR sections, the
ABMCC OIC shculd ensure that these sensors are tositioned
to provided accurate cueing informeticn for +fire units
with the wmost critical missions. Positioning FAAR sec-
tions to provide aleriing coverage cf the entire division
and to supplement the coverage of Hawk sensors should not
te the only considerations.

bire vrnits should te proevided with a device which would
allow them to receive digital cueing inforration. Poten-
tial improvements to the TADDS device should be examrined
t¢c determine pcssible hardware aazd firmware combinaticns
that coulid be applied to this need.

Autoration of ABMCC tunctions <chould bYe exrlored in
detail. Track receipt, prccessing, and cccrdiration
tas£&s should bte analyzed to determine the configuration,
size, and pertormance requirements for such a system.
Existing systems, the Theater Target Analysis and Plan-
ring syster for example, should be examined to determine
it tvheir teatures and countfigurations are arrlicable.
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